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MAC ADDRESS CLONING TECHNIQUE RESULTS
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Abstract - MAC filtering is not an effective control in
wireless networking as attackers can eavesdrop on wireless
transmissions mode. However MAC filtering is more
effective in wired network, since it is more difficult for
attacker to identify authorized MAC address. MAC
address are uniquely assigned to each LAN card. In this
way, Changing MAC address is necessary in network
virtualization. It can also be used in the process of
exploiting security of a system. In IP networks, the MAC
address of an interface is query given the IP address using
the Address Resolution Protocol (ARP) for Internet
Protocol Version 4 (IPv4) or the Neighbor Discovery
Protocol (NDP) for IPv6. ARP and NDP is used to relate
IP addresses (OSI layer 3) to Ethernet MAC addresses
(OSl layer 2).
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I HOW TO GET MAC ADDRESS OF
WINDOWS VISTA,7,8,10 USING COMMAND
PROMT

e Click The Start Button.

e In The Run Text Box, Type Cmd. This Will
Open The Command Window.

e At the Command Prompt, Type ipconfig /all

e Copy Down The "Physical Address" (The Mac
Address). [Figure:1] Shows the result.

< For the Ethernet adapter Wireless Network
Connection:

Do the same way & [Figure:2] shows the result.

For widows 8:
v Press the Windows Start key to open the Start screen.
v" Type cmd and press Enter to launch the command

prompt.

[Figure:3] shows the result.

Mr. Prodip Kumar Biswas
Sub-Technical Officer
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For windows 10:

» Open the command prompt. Right-click on the Start
button and select Command Prompt from the menu.

» Do the same way & [Figure:4] shows the initial
result.

Command Prompt = & “

icrosoft Windows [Uersion 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

C:\Users\lscheide>ipconfig zall
Jindows IP Configuration

Host Name : HD-FL-DHGPGD1

Primary Dns Suffix : ad.wisc.edu

Node Type

IP Routing Enabled

WINS Proxy Enabled

DNS Suffix Search List. . . . . . : ad.wisc.edu
doit.wisc.edu

[Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : doit.wisc.edu
Description : Broadcom NetXtreme 57xx Gigahit Controlle

1 06-1A-AB-AC-E3-BC

s YES

:2969h:5aha22227:hefhz12(Preferred)
.124.118(Preferred)
.255.1728
ednesday, November 87, 2612 3:12:39 PM
: Wednesday, November 14, 2012 3:28:17 PM
Default Gateway . : 144.92.124.1
DHCP Server 1 144.92.254.20
DHCPu6 IAID : 251665056
DHCPu6 Client DUID : 00-01-00-01-18-0E-64-24-00-1A-AB-AC-E3-BC

Fig.2. Finding Mac Address of Ethernet adapter
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Fig.4. MAC address finding for windows 10

1. MAC ADDRESS AND IP ADDRESS
RELATIONSHIP

Walter Goralski et al.(2015) in their work emphasize and
addressed issues of TCP/IP network uses MAC addresses and
IP addresses but for separate purposes. A MAC address
remains fixed to the device's hardware while the IP address for
that same device can be changed depending on its TCP/IP
network configuration policy. Rick Boivie, Nancy Feldman,
Yuji Imai, Wim Livens & Dirk Ooms (November 2007) et al.
in their work emphasize and addressed issues of working
scope about Media Access Control, which operates at Layer 2
of the OSI model while Internet Protocol operates at Layer 3
of OSI layers. This allows MAC addressing to support other
kinds of networks besides TCP/IP.

IP networks manage the connections between IP and MAC
addresses using Address Resolution Protocol (ARP).

N. Sinha, R. Oz and S. V. Vasudevan et al. in their work
emphasize and addressed issues of while the IP addresses
involved indicate the original source and destination, a MAC
address is used only on connections from one piece of
networking equipment to the next to go.

1. WILL ANYONE EVER NEEDS TO CHANGE
MAC ADDRESS?

In General, Anyone will not find any cause for changing his
MAC address. This is simply a number that identifies the
network device that are using and there shouldn't be any
reason to change it [2],[3]. However, some internet user may
encounters issues with their ISP when they change
equipments, such as upgrading their routers or getting a new
residential gateway. The ISP has essentially linked the MAC
address of the old equipment to the IP. When this equipment
changes, so does the MAC address, leaving a user unable to
access the internet [3][4].

This is when MAC address cloning comes into focus. When
this happens, the ISP links the new hardware’s IP to the old
MAC address so that connectivity is maintained as regular. If,
anyone is choosing to update his own equipment, a quick call
to ISP can help clear up any service issues caused by new
MAC address that do not match. This may include providing
with troubleshooting steps to change router or equipment
settings of MAC address to be cloned. However, other than
these instances, your MAC address is fixed and will not need
to be changed.

Most ISP assign their IP binding with equipments MAC [5]. If
the MAC address of a device is 00-11-22-33-44-55 and
connect to ISP, the DHCP server records the MAC address
and assigns an IP address against it [6],[7],[8]. If it disconnect
from the ISP, the device loses IP address. The next time when
the device is connected, the DHCP server sees the device’s
MAC address, looks to see if it has assigned an IP address
before. If it has and the lease time has not expired, it will most
likely to give the same IP address that had before
disconnecting.

V. PROBLEMS IN GENERAL MAC
ADDRESSING

1. Occasionally, manufacturers don’t ensure they are
unique, so multiple network interfaces in one system can in
fact have the same MAC address [9],[10].

2. In many network interfaces, the MAC address can be set by
software, meaning whatever the original MAC address, it can
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be overridden. So the uniqueness on which anyone may relies
is not completely unreliable [11].

V. CAVEATS TO CHANGING MAC ADDRESS
BY SOFTWARE

Changing MAC address is only temporary basis. Once reboot
the machine, the operating system reflects the physical MAC
address burnt in one’s network card and not the MAC address
which was set [12].

VI. NEW MAC ADDRESS GENERATION TO
CHANGE MAC ADDRESS

There are actually 4 sets of Locally Administered Address
Ranges that can be used on network without fear of conflict to
each other, assuming no one else has assigned these on any
network:

X2-XX-XX-XX-XX-XX
XB-XX-XX-XX-XX-XX
XA-XX-XX-XX-XX-XX
XE-XX-XX-XX-XX-XX

Replacing x with any hex value [13],[14].

VII. MAC ADDRESS CAN BE CHANGEABLE OR
CLONE WITHOUT ANY SOFTWARE
PERMANENTLY

Method:1:-

» Open Network and Sharing Center, choose Change
Adapter Settings on the left.

» Right click on your wireless adapter and choose
properties.

» Make sure the Networking tab is selected (should be
by default) and choose Configure.

» Click the Advanced tab.

» In the Property window, choose Network Address
and select value &insert your desired mac without “-

2

>  Press ok.

» To width draw given network address: Select not
present.
Method:2:-

v First, open the Device Manager. On Windows 8 and
10, press Windows+X, and then click “Device
Manager” on the Power User menu. On Windows 7,

press the Windows key, type “Device Manager” to
search for it, and then click the “Device Manager”
entry. The Device Manager app will look the same no
matter which version of Windows you’re using.

v" In Device Manager, under the “Network adapters”
section, right-click the network interface you want to
modify, and then select “Properties” from the context
menu.

v"In the properties window, on the “Advanced” tab and
select the “Network Address” entry in the “Property”
list. If you don’t see this option, then your network
driver doesn’t support this feature.

v' Enable the Value option and type your desired MAC
address without any separating characters—don’t use
dashes or colons. Click “OK” when you're
done,[Figure 5,6] shows the details.

o Device Manager
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Fig.5. MAC address change options

Killer E2400 Gigabit Ethernet Controller Properties

Ewverts Resources Power Management

The following properties are available for this network adapter. Click
the property you wart to change on the left. and then select its valus
on the right.
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Fig.6. MAC address change policy

VIIl.  MAC ADDRESS CHANGING SOFTWARE

Noor mohammadpour, Mohammad, Raghavendra, Cauligi (16
July 2018) et al. in their work emphasize and addressed issues
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of use third-party tools to change your MAC address:
Technitium MAC address changer is a free 3" party software
which works well with all versions of windows Operating
system right from windows XP to Windows 10. After running
it, the software will automatically detect all the network
adapters installed in the system and provide options to change
the MAC address of active network adapter.

Noor mohammadpour, Mohammad, Srivastava, Ajitesh,
Raghavendra, Cauligi (2018) ) et al. in their work emphasize
and addressed issues- if anyone wants to use a MAC address
changer to change MAC address on Windows 10, there are
few tools that can use. One of these tools is Technitium MAC
Address Changer. To use this tool to change MAC address,
following are the steps:

Need to download Technitium MAC Address Changer.
Once downloaded and installed this tool, needed to run it.

When Technitium MAC Address Changer starts, it shows the
list of all network adapters available.

Need to select the network adapter to change and in the
CHANGE MAC address section need to enter a new MAC
address. It need to be remembered to use a hexadecimal value.
If anyone wishes to make this step faster,can just click
Random MAC Address button that will generate a random
MAC address for him.

Click Change Now! button and MAC address should be
changed.

OPTIONAL: To restore default MAC address just click the
Restore Original button,[Figure 7] shows the reflections.

Technitium MAC Address Changer v6 - by Shreyas Zare [ |
Options  Help
Metwork Connect tions |_Changed | MALC Addiess | Link Status | Speed |
[ wired Ethemet Connection Mo 00-0C-29-C3-FC-B1 Up. Mon Operational 0bps
1¥] wired Ethemet C: n 2 Mo 00-0C-29-C3-FC-EB Up. Mon Operational 0bps
] wired Ethemet Connection 3 Yes 00-1E-43-23-9F-0'3 Up. Operational 1 gbps
] Local Area Cornee tior™ 9 Mo 00-00-00-00-00-00 Drawn. Non Operational 0 bps

i Original MAC Address

Device Int=l[R] PRO/1000 MT Metwork Connection #3 00-0C-29-C3-FC-Co

Hardware ID PCIWEN_S0864DEY_100F&SUBSYS_07E018al ¥ Mwars. Ine. ladd
Config ID {DEB05351-1B7C-4DA4-5056 FE6EE9BA2E CB}

3407 Hillvisw Avenue, Pal

00-1E-43-23-9F-08 [Changed)

TCP/IPv4: Enabled TCP/IPv6: Enabled Mokis Danmark A/5 [Address: Frederikskaj, Coper

Change MAC Address

[ - - - - = EBiandom MAC Address
v Automatically restart network. connection to apply chanaes

W Make new MAC addiess persistent

I Use ‘02" as first octet of MAC address Why?

Received 4.25 MB [4454340 bytes)
~Speed 2866 kbps [3583 bytes]
1.1 ME (1148396 bytes]

Sent
Rests o |
S B Speed 285,53 kbps (35631 bytes)

Fig.7.Third Party Software to change Mac address

IX. CONCLUSION

Some internet service providers bind their service to a specific
MAC address; if the user then changes their network card or
intends to install a router, the service won't work anymore.
Changing the MAC address of the new interface will solve the
problem.
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