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Abstract— The information’s are transformed from
transference spot to the destination spot through the
digital communication. For maintaining the quality of
images and transferring the information’s, there are many
techniques. And also the information’s may be in different
forms like audio, images, graphics, messages, animated
forms or texts. While transferring the information from
one medium to another medium there is need for security
and copyright protection. Here, for the experiment 2
dimensional images are used. To provide security and
copyright protections services there many different types
of techniques. The Advanced Encryption Standard (AES)
techniques is used to provide the security services and the
Discrete Wavelet Transform (DWT) and Discrete Cosine
Transform (DCT) is combined watermarking technique is
used for copyright protection services. To provide security,
authenticity, copyright protection to the images for the
different attacks like salt and pepper noise, speckle noise,
Gaussian noise and poisson noises, the combined digital
image watermarking and AES technique is used.

Keywords— DWT, DCT, AES, Encryption, Watermarking,
Watermark, Copyright Protection, Attacks

l. INTRODUCTION

Data communications helps wus to transmit the
information’s from one station to another station. To
maintain the standard and to transfer the information’s the
interactive media is required. The information’s are of
different kinds like graphic, photos, audio’s, videos, texts,
messages or animated forms. While transferring the
information’s, the protection from copyright and security
is provided to the information’s and it is very important for
secure transmission [3, 4, 5]. Here, for this experiment,
using the 2 dimensional images. Many different kinds of
algorithm and techniques, methods to provide the
protection from copyright and security, but here we are
using the DCT and DWT to provide the protection from
copyright and to provide the security we are using the
Advanced Encryption Standard (AES) technique and in
this the key used for Advance encryption is 256 bits. The
watermarking of images and also AES techniques are
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combined together to provide the security and protection
from copyright against the different kinds of attacks [14,
5].

The images are most extensively used for many activities.
So, it is very important to provide the protection from
unauthorized users. To hide the information’s from the
public, encryption method plays a major role by hiding the
important information’s and makes the information’s
unreadable. So, that no hackers or eavesdropper, including
server administrator and others, who have access during
the transmission can also can’t access the information’s
other than the original owner. So, ability to get an original
images and also creating the strong encryption, such that
the information’s are not hacked or modified. If the
encryption time is smaller, the images are transferred fast
and original images are obtained after decrypting the
images.

The rest of the paper is organized as follows. Related works
are explained in section Il. Techniques used for watermarking
and encryption are explained in section Ill. Proposed method
and working of proposed method are explained in section IV
and V respectively. Experimental results and analysis are
presented in section VI. Conclusion are given in section VII.
Finally the references are in VIII.

Il.  RELATED WORK

There is the necessity for the information security and
copyright protection, because of the rapid development in the
interactive media. Here, the technique used which makes the
images invisible or hidden and other than owner doesn’t know
the information is hidden inside one another (Raymond et al
2007 in their work). So, this hiding technique is called as
image watermarking. The image watermarking is classified
into two types. In this main aim is to provide the customer
rights and also to protect the ownership of the images [1]. The
only method that was guaranteed for the user identity is the
biometrics. By using the cancelable biometric information’s,
the watermark is added and it helps to the information security
and privacy complaint identity verifications [2].

The Generalized Singular Value Decomposition (GSVD) is
the new technique which is used for the watermarking in this
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experiment. By using the watermarking the elements are
placed on the original images, and also used to control many
factors like impartibility and robustness [3]. Implanting the
watermarks, first copyright insertion takes place then
authenticity insertion is done, finally to get the original image,
we have to detect the watermarks likewise detecting copyright
and authentication [4].

1. DWT AND DCT WATERMARKING AND AES

ENCRYPTION

A. Working of DWT

Based on the location and frequency, the discrete wavelet
holds the information’s. Using these things the images are
separated into 4 parts without overlapping. Each parts are
approximated, they are LLi, HL; the horizontal part, LH; the
vertical part and HH; the diagonal part of the images. The ‘1°
indicates that it is a 1 level DWT is applied to the images as
represented in the figure 1.

Figure 1 Dividing Images into 4 parts by applying DWT

The signals are decomposed by using Discrete Wavelet and
form the basic functions. The signals formed are known as the
wavelets. The wavelet functions are formed from their parent
wavelet functions [5,11].

B. Working of DCT
The discrete cosine is the sum of the order of the limited
cosine functions that are oscillating at the non identical
frequencies and the amplitude is varying. The discrete cosine
part is as shown in the figure 2.
|
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Figure 2 Watermark used to Embed in DCT Define Region

C. Combined DWT & DCT Watermarking
To guard the images from issues and also the unlawful
modifications of the information’s, to protect from these the
watermarking technique is used. The DWT of watermarking is
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most frequently used technique than other techniques. It is
because this technique is like human sensual structure which is
having the features like wild spreading, spatial flooding and
spread iteratively. This technique explains the powerful and
the unnoticeable algorithms called the DWT and DCT
together. Watermarks are applied to the images using the two
techniques that is cosine and wavelet transforms to hide the
content to provide the strong protection from the copyrights
and hacking [5,11,15].

D. Advanced Encryption Standard Encryption of
Images

Various techniques are used to secure the digital images, such
as encryption, decryption, stenography and watermarking, to
achieve the security goals that confidentiality, integrity and
availability. Here in this experiment, using the AES
encryption because it is better and it is numerically structured
and its principle strength of encryption of range of the key
[14].

128-bitplaintext

Key Expression

JERN IP5]

ip between number

¥ -
125 of rounds® and cipher kay size
siphastent

Figure 3 the Schematic of AES Encryption

The structure of AES process is shown in the figure
3. In encryption, the information’s are converted into cryptic
form called as cipher text. And decryption converts back into
original form is called plain text.

IV. PROPOSED METHOD

The proposed method is split into three parts. The embedding
part is the first phase; on the original image the logo
watermarked image is added. Next phase is the second phase
that is called attack part where the different kinds of attacks
and noises are added to the watermarked combined DCT and
DWT and encrypted image, the encryption algorithm here
used is the Advanced Encryption Standard. The next phase is
the third part that is called the extraction part where the logo
watermarked image is extracted from the AES decryption and
DCT and DWT watermarked image.
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Figure 4 Block diagram of complete process

V. WORKING OF PROPOSED METHOD

A. Flow Chart of Insertion of Watermark and Encryption
Process

» Choose 2Dimentional image as input.

» The watermarked image is selected and the selected
image is colored then it is converted into gray scale
image.

After converting the image into the gray scale, on that
cover image level one discrete wavelet transform
operation is carried out and as a result the image is
divided into 4 bands that are LL;, LH; HL; and HHy,
without overlapping.

The LL; band of the image is choose from the four bands
of discrete wavelet transform, on that LL; discrete cosine
transform is applied.

Then the chosen watermarked logo gray scale image is
then transformed into the vectors sequences that are
sequence of zeroes and ones [11,15]

Then the PN_Sequence is generated, where each
PN_Sequence are dissimilar. The PN_Sequence bit 1 is
used to insert the watermark insertion and the
PN_Sequence bit 0 is used to embed the watermark
[11,15].

The SO0 & S 1 are the two different types of
PN_Sequences that are used to insert the logo image
watermarking by making use of scaling factor a, that is in
mid frequency element of discrete cosine transform
altered discrete wavelet transform estimated bands.

The following equations are used in inserting, when the
watermarked logo bit 0 then;

IW=[(0)xS_1)]+]I

Or else;

IW=[(a) x S_0]+

» The mid frequency elements are updated properly, the
elements are coefficients, for inserting bits inverse of
discrete cosine transform is applied.

On the updated bands of the image apply the inverse of
discrete wavelet transform, then we will get the
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combined discrete wavelet transform and discrete cosine
transform watermarked image.
» On the combine discrete wavelet and discrete cosine
transformed watermarked image, the advanced
encryption standard technique is applied using the key
length of 256 bit.
Ultimately, we get the combined discrete wavelet
transform and discrete cosine transformed watermarked
and advanced encryption standard encrypted technique
applied image.

Watermark Image Logo

Host2-D Image
Ome Level DWT

Create Watermark
Formation

[ Process of Watermark Insertion ]

Apply the Inverse DCT

Apply the One level inverse
of DWT

Watermarked Imaze by the Combination of
DWTand DCT

[

Advanced Encryption
Standard is applies wming the
key length 256 bits

DWT and DCT combined

watermark and Advanced
Encrypted Standard Encrypted
Image

Figure 5 Working of Combined DWT-DCT Watermark
Insertion & 256 bits key AES Encryption Process

B. Flow Chart of Decryption Process

» Extraction of images from the DWT and DCT
watermarking and advanced encryption standard
decryption.
Based on the figure 6, the images are extracted from the
combined DWT and DCT watermarking and Advanced
Encryption Standard technique using 256 bit key length
technique.
Choose image which is watermarked and encrypted by
using combined DWT and DCT watermark technique
and Advanced Encryption Standard technique.
By using the key of length two fifty six the decryption
of advanced encryption standard is carried to obtain the
combine discrete wavelet transformed and discrete
cosine transformed watermarked images.
Then, on the decrypted watermarked image, discrete
wavelet transform is putted in. So, the images are
separated as 4 bands (LL;, LH;, HH;, HL;) without
overlapping that is applying discrete wavelet transform.
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» In general two PN_Sequences are generated; they are
S 0 & S_1 over the images that are differing over each
other’s [4].

Chose the watermarked by DCT
and DWT technique and
encrypted by AES ique

Logo watermarked

image

By using key with length of
126 bit, the AFS encryption
is carried ont

Formation of
watermark

Execute discrete cosine
transform on
Approximate Band (LL;)

[ DWT-DCT Watermark Extraction Process J

Extracted Watermark

Figure 6 Extraction from Combined Discrete Wavelet and Discrete
Cosine Transform and the Decryption Process for AES Encrypted
Image

» The correlation is checked for the extraction bit 1 is
used, if and only if correlation of S_1 is bigger than the
S 0 or else bit 0 is considered as the watermark
extracted bit.

» The image which is extracted from the similar
characters and the original source image are obtained
after repairing and recovering of the images as the
above processes.

VI. EXPERIMENTAL RESULTS AND ANALYSIS

A. Inputs of the Experiment

Here, take the first input i.e., figure 7 as the cover image
which is visible to all, then taking the figure 8 as the secrete
image that is logo picture.

| Copyright

Figure 7 Cover Picture as Input Figure 8 Secrete Image
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B. Outputs of the experiment
The output screenshot of the experiment in figure 9 explains
that without adding any external noise but there is a default
noises added and got the secrete image and also we can
recovered the cover image.

Figure 9 Output of Recovering Secret Image without Applying Any
Noises

The output screenshot of the experiment in figure 10, when the
external noises are added externally, here the external noise is
Gaussian noise, where we can recover the secrete image as
well as we can recognize the cover image also.

Figure 10 Output of Recovering Secrete Image with Gaussian Noise
Is Applied

The output screenshot of the experiment in figure 11, when the
external noises are added externally, here the external noise is
poisson noise, where we can recover the secrete images as
well as we can recognize the cover image
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Figure 11 Output of Recovering Secrete Image with
Poisson Noise Applied

Copyright

Figure 12 Output of Recovering Secrete Image with Salt and Pepper
Noise Applied

The output screenshot of the experiment in figurel2, the
external noises are added externally, here the external noise is
salt and pepper noise, where we can recover the secrete image
as well as we can recognize the cover image.

Figure 13 Output of Recovering Secrete Image with
Speckle Noise Applied

-~ m 5 R a8 ESa

The output screenshot of the experiment in figure 13, when the
external noises are added externally, here the external noise is
speckle noise, where we recover the secrete image as well as
we can recognize the cover image also.

C. Analysis of Results using Graph
The overall process of the experiment is analyzed using the
graph by recording the values in the table according to the
values recorded in the table the graph is plotted to analyze the
results of the experiment.

Different
Types
Attacks

AES
Encryption
Time(Sec)

AES
Decryption
Time(Sec)

Watermark
Embedding
Time(Sec)

Removing
Watermarking
Time(Sec)

Returning
Logo  Image
Time(Sec)

of

Gaussian 0.1969 3974 3.006 0.1129 0.1415

Noise

Poisson 0.1969 3.974 3.771 0.1129 0.1415

Noise

salt
Pepper
Noise

and | 0.1969 3974 3.892 0.1129 0.1584

Speckle 0.1969 3.974 4177 0.1129 0.1415

Noise

Normal 0.1969 3974 3.817 0.1129 0.1415

(Without
Any
Attack)

Table 1 Execution Time Taken To Complete the Process along the
Scaling Factor
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Figure 14 Graphs to Execution Time Taken to Complete the Process
along the Scaling Factor

In table 1 the values are recorded for the time required to
execute each processes of the experiment against different
noises applied and also without applying noises, and getting
the same values with little changes .And the figure 14 shows
the graphical representation of the time taken to execute each
processes against different noises applied and also without
applying any noises. So, time taken to execute the results is in
few seconds for all the process.

Different Types
of Attacks

Transmitted vs. Encrypted vs. Transmitted vs. Received

Received Cover | Decrypted Stego Secrete Image

Image Image

Gaussian Noise 19.62 8.98 7114

Poisson Noise 18.37 8.909 67.34

Salt and Pepper 2035 92777 100

Noise

Speckle Noise 20.68 9.057 78

Normal 68.27 9.207 100

(Without Any
Attack)

Table 2 against Different Types of Attacks, the PSNR
Values Are Recorded

Figure 15 the Graphical Representation of the Values of PSNR
against the Different Types of Attacks

As shown in the above table 2 the values of PSNR are
calculated to the transmitted vs. received cover image,
encrypted vs. decrypted stego image and transmitted vs.
received secrete image against the different noises and also
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without applying any noises. Here, getting the high PSNR
values for the transmitted and received secrete image as shown
in the table. As the values of the PSNR are high we are getting
the better quality of images. And the figure 15 which is the
represents, the PSNR value calculated against different noises
and also without applying any noises.

Different Types of | Transmittedvs | Encrypted vs Transmitted vs Received

Decrypted Stego Secrete Image

Image

225

18.68

100

Speckle Noise 1515

Normal (Without
Any Attack)

3.601

Table 3 against Different Types of Attacks, the SNR Values Are
Recorded

= o m 6B 4EECE

Figure 16 the Graphical Representation of the Values of SNR against
the Different Types of Attacks

In table 3 the SNR values are calculated for the transmitted vs.
received cover image, encrypted vs. decrypted stego image
and transmitted vs. received secrete image against the different
noises and also without applying any noises. Here, getting the
high SNR values for the transmitted and received secrete
image as shown in the table. As the values of the SNR are
high we are getting the better quality of images. And the
representation of values of SNR values against the different
kinds of attacks is shown in the figure 16.

Different Types of
Attacks

Transmitted vs Encrypted vs Transmitted vs

Received Cover | Decrypted Stego Received Secrete

Image Image Image

Gaussian Noise 709.1 8224

Poisson Noise 947.2 8360

Salt and Pepper Noise 75.61 7680

Speckle Noise 8079

Normal (Without Any 7644

Attack)

Table 4 against the Different Types of Attacks, the MSE Values
Are Recorded
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Figure 17 the Graphical Representation of MSE Values against the
Different Types of Attacks

In table 4 the MSE values are calculated for the transmitted vs.
received cover image, encrypted vs. decrypted stego image
and transmitted vs. received secrete image against the different
noises and also without applying any noises. Here, getting the
MSE values which is near to zero or zero values for the
transmitted and received secrete image as shown in the table.
As the values of the MSE are near to zero or zero we are
getting the better quality of images. And the MSE values are
calculated against the different types of noises and also
without applying noises are represented in the figure 17.

VII. CONCLUSION

The experiment purpose is to provide the security and
copyright protection for the input and output images. Here,
applied Combined DWT and DCT watermarking and AES
encryption techniques are used for the purpose of security and
copyright protection. And getting better PSNR and SNR
values after applying the different types of noises and secrete
logo image also obtained with lesser MSE values, so getting
better quality with secured secrete image is extracted and also
we can recognize the cover image. In this experiment, without
adding noises and also when the salt and pepper noises are
added, we are getting more accurate and better quality of
secrete images.
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