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Abstract— Smart Phone communication has become a 

serious E-Commerce business tool nowadays. Smart Phone 

are the major platform for the users to transfer and 

exchange diverse data for communication. These devices 

are variably used for applications like banking, personal 

assistance like (Google AI, Alexa, Apple siri and AI Bot), 

remote working, e-commerce, internet access, 

entertainment and medical usage. However people are still 

hesitant to use smart Phone because of its security issue. It 

is necessary to provide a reliable and easy to use method 

for securing these Smart Phones against unauthorized 

access and diverse attacks. It is preferred to apply 

identification using encrypted biometrics for the security 

of smart phones and improve reliability over accessing 

applications like banking, personal assistance, remote 

working, e-commerce, internet access. This paper deals 

with various encrypted information, threats and 

vulnerabilities that affect the smart phones and also it 

discusses how identification using encrypted biometrics 

can be a solution to the smart phones ensuring security. 
 

Keywords— Encrypted Biometrics, Personal Assistance, 

Smart Phones, Business Tools. 

I.  INTRODUCTION 

Globally 74% of users accessed the internet using their smart 

phones, by 2022 the number of smart phones users is projected 

to reach 7.8 Billion, as of smart phones users increased than 

laptops and desktops users [8]. The main measures we need to 

take is block advertisements on your smart phones because 

by using advertisements 80% of data loss is possible, by 

taking survey they are taking the data and they using it for the 

survey. We can take many case studies/ real time examples, by 

taking the browser data and they are just selling to third parties 

because of that only we are getting many marketing calls and 

Electronic Mails, If we restrict advertisements we can easily 
secure our data from third parties, same time from the hackers.     

 

II. BIOMETRIC SECURITY 

      

Now a days every products having innovative biometric 

features some like on screen biometric, even some mobile 

applications using innovative technology like biometric 

authentication [7]. Now biometric technology is not even 

discussed when talking about all the innovative ways 

biometrics is being used in smart phones. Smart phones are 

holding more important data than ever before due to all of the 
capabilities of the devices now. Passwords, patterns, and 

encryption is easy for professional hackers to get around. 

 Because of this, the smart phone giants started to integrate 

these biometric measures into their system. Using 

technologies such as fingerprint and iris technology guarantee 

the highest level of security[7]. Biometric encryption (BE) is a 

group of emerging technologies that securely bind a digital 

key to a biometric or generate a digital key from the biometric, 

so that no biometric image or template is stored. It must be 

computationally difficult to retrieve either the key or the 

biometric from the stored BE template, which is also called 
“helper data.” The key will be recreated only if the genuine 

biometric sample is presented on verification. The output of 

the BE authentication is either a key (correct or incorrect) or a  

failure message. Unlike conventional cryptography, this 

“encryption/ decryption” process is fuzzy because of the 

natural variability of the biometrics. BE conceptually differs 
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from other systems that encrypt biometric images or templates 

using conventional encryption, or store a cryptographic key 

and release it upon successful biometric. 
 

III. HOW ACCURATE IS BIOMETRICS? 

Why would biometrics not be accurate? 

Think about this one minute again. 

The technical challenges of automated recognition of 

individuals based on their biological and behavioral 

characteristics are inherent to the transformation of 

analog (facial image, fingerprint, voice pattern) to digital 

information (patterns, minutiae) that can then be processed, 

compared, and matched with effective algorithms.[6] 

 

IV. DEFENSIVE METHODS 

Mobile security measures need to be followed by different 
entities at different stages to protect sensitive data of the user 

in mobile devices storage or while communicating over 

different channels. We consider Android mobile devices for 

our examples, but same methodologies are also applicable to 

iOS mobile devices. Fig. 1 shows how .apk files of Android 

applications reach the end user. Those mobile applications 

.apk files can be decompiled by anyone to get the source code, 

so it is possible for mobile application hosting providers or 

users to read or modify the source code. To protect mobile 
devices from security attacks there need to be a correlation 

between developers, mobile application hosting providers like 

Google play store, mobile device OS manufactures and mobile 

device users M. James Stephen et a l[2011]. 

 

To protect mobile devices from security attacks there need to 

be a correlation between developers, mobile application 

hosting providers like Google play store, mobile device OS 
manufactures and mobile device users PMD Nagarjun et 

al[2018]. 

 

 
Fig.1 APK file flow from Developer to User 

V. BIOMETRIC DATA ANALYSIS 

Biometrics is a fascinating field. What other area of science or 

engineering combines aspects of biology, statistics, forensics, 

human behavior, design, privacy and security - and also spans 

everything from the simple door lock to huge government 

systems? This diversity is compounded by the wide biological 
and behavioral variation in people, making it an intriguing 

challenge to evaluate, configure and operate a biometric 

installation. However, regardless of the biometric type, the 

fundamentals of how match decisions are made are common 

to all biometrics. These unifying features allow an 

introduction and discussion of biometrics through a common 

framework. 

VI. BIOMETRIC AUTHENTICATION 

 

3 Stages of Fingerprint Authentication Fingerprint 

identification is an automatic pattern recognition system with 
three fundamental stages:  

                                     1. Data acquisition  

                                     2. Feature extraction  

                                     3. Matching  

The general system architecture of Fingerprint Authentication 

is depicted  

 

 
Data acquisition: 

This is the stage in which data (fingerprint) is acquired 

through a User interface. The obtained image is stored in 

database. The proposed system uses Futronic FS88 fingerprint 

scanner as user interface. 

Feature extraction: 

In this task the features of finger prints are extracted and 

stored along with its details in the system database. When the 

fingerprint images are fed to feature extraction module, a 
feature extraction algorithm is first applied to the image and 

its features are extracted. The proposed system consists of 
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SVD (Singular Value Decomposition) based feature 

extraction. 

Matching: 
The main task of this module is to authenticate identity of a 

person who intends to access the system. This is the decision 

making the stage in the architecture. The person to be 

authenticated indicates his/her identity and places his finger on 

fingerprint user interface device. A fingerprint image is 

captured and is fed to a matching module. It extracts the 

features of the new image and matches with the person’s 

pattern templates stored in the system database. The proposed 

system consists of Euclidean distance based matching. It 

involves computation of Euclidean distance between two 

corresponding SVD points the fingerprint images and 

comparing it with the threshold. 
 

Design Criteria for Finger print Recognition 

 

 
 

VII. CONCLUSION 

Smart Phones and their applications are growing too rapidly, 

so it is difficult to handle security in these smart devices. We 

reviewed popular smart phones security problems like 

securing data storage, securing communications, cross-site 

scripting attacks and biometric bypassing and SQL Injection. 

This paper analyzed and presented some of the defensive 
methods needs to be followed by the developer, mobile user, 

and app hosting provider to prevent security issues on mobile 

devices. Which may improve mobile apps security by forcing 

developers to consider security as a requirement in their apps 

because compared to other similar apps the user may choose 

app with higher security like biometric bypassing. 
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