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Abstract: With the increasing complexity and volume of 2. Suggested Procedure

cyber attacks, traditional rule-based systems are often

inadequate in detecting novel threats. Machine Learning e The flow chart below explains the proposed
(ML) techniques have emerged as a potent solution for methodology.

identifying anomalies in cyber security logs, offering the
ability to learn from data and detect suspicious patterns
with minimal human intervention. This
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This review paper presents a comprehensive survey of
existing ML approaches for anomaly detection in cyber '
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l. INTRODUCTION
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infrastructure. Log data generated by firewalls, intrusion [ Feature Engineering ]
detection systems, authentication servers, and network « Dimensionality Reduction
traffic analyzers is a valuable resource for identifying leg. PCA)

+ Statistical & Temporal

security breaches. However, manually sifting through these Faatixss

logs is inefficient and error-prone.

Anomaly detection offers a way to identify deviations from [ Model Selection ]
normal behavior that may signify malicious activity. ;
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Types of Anomalies in Cyber Logs Model Evaluation

Point Anomalies: Single log entries that deviate from
the norm (e.g., login from an unknown IP).

e Contextual Anomalies: Events that are anomalous in a
specific context (e.g., access during unusual hours).
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1. Preprocessing

Data Collection: Logs are gathered from various sources
including SIEM  systems, firewall logs, system
authentication logs, and IDS/IPS tools.

Log Parsing: Raw unstructured logs are converted into
structured formats (CSV, JSON) for analysis.

Timestamp Normalization: Ensures temporal consistency
by aligning timestamps across different time zones and
formats.

Noise Reduction: Redundant or irrelevant entries are
removed to reduce data clutter.

Log Aggregation: Related events are grouped (e.g., by
session or user) to provide a holistic view of activities.

2. Feature Engineering

e Transform raw log entries into meaningful features for
ML algorithms.
e Techniques:

o Statistical features: counts, frequencies, and
durations.

o Categorical encoding: IP addresses, event types,
usernames.

o Time of day and day of week are examples of
temporal attributes.

o Textual features: wusing TF-IDF or
embeddings for log messages.

word

3. Anomaly Detection Model

The ML model will be selected based on the nature of
available data (labeled or unlabeled):

e  Supervised Models (if labeled data is available):

o Random Forest, XG Boost, SVM, Deep Neural
Networks.

e Unsupervised Models (for unlabeled data):

e Auto encoders, K-Means, DBSCAN, One-Class SVM,
and Isolation Forest.

e  Semi-Supervised Models:

e Only trained on typical data: Variation Auto encoders
(VAEs), Deep SVDD, and One-Class SVM.
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4. Model Training and Validation

e Train-Test Split or Cross-Validation for supervised

models.

e Anomaly Scoring for unsupervised models to rank

suspicious events.

e Evaluation Metrics:

o Accuracy, Precision, Recall, F1-Score.

Area under the Curve (AUC).

o Both True Positive Rate (TPR) and False Positive
Rate (FPR) are important.

O

5. Post-Detection Analysis

e Correlation with threat intelligence feeds.

e Prioritizing alerts according to their severity and
historical background

o Explainable Al (XAl) tools like LIME or SHAP to
interpret model predictions.

6. Challenges and Future Directions
Despite significant progress, several challenges persist:

e Data Labeling: High-quality labeled data is scarce and
often domain-specific.

e  Concept Drift: Evolving attack patterns require models
to adapt over time.

e Scalability: Handling real-time detection across large
networks remains computationally intensive.

e Interpretability: ~ Black-box ML  models lack
transparency, making them difficult to trust in critical
systems.

1. FUTURE RESEARCH

e Integrating federated learning to preserve privacy
across distributed networks.

e Developing domain-specific feature extractors.

e Leveraging graph-based models for relational log
analysis.

e Developing hybrid models for robust detection that
integrate supervised and unsupervised learning.

I1. CONCLUSION

Machine Learning has transformed the landscape of
anomaly detection in cyber security by enabling intelligent,
scalable, and adaptable solutions. By leveraging structured
feature engineering, advanced detection models, and post-
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analysis interpretability, ML-based frameworks provide a
compelling alternative to traditional signature-based
methods. However, continued research is needed to address
challenges like data quality, interpretability, and real-time
performance, paving the way for more resilient and
intelligent cyber security systems.
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