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Abstract— Large scale distributed systems encompass
heterogeneous computational machines, workloads and
sub-systems dispersed diversely across the cloud
environment. These sub-systems frequently encounter
faults and failures due to different data structures,
hardware/software malfunction, and communication
delay. To speed up computation in such a situation a fault
tolerating infrastructure is implemented by adopting a
machine learning approach. Under machine learning, an
artificial neural network (ANN) captures, manipulates,
and updates the states and behaviors of the sub-systems in
the servers and worker's machines. Multiple layers of
neurons (i. e., deep learning) can handle large scale
distributed systems with large datasets. Adopting the
variants of a stochastic gradient descend algorithm on sub-
systems (also known as computational nodes) the
efficiency, and reliability of a distributed system are
enhanced significantly. In high-performance computing
(HPC) applications fault tolerance mechanisms must be
embedded to recover from system failures.

Keywords— Distributed System, Cloud Environment, Fault
Tolerance, Machine Learning, Artificial Neural Network

I.  INTRODUCTION

At present, the size of available data for training deep models
has increased significantly. Exchanging the model parameters
increases the communication overhead which causes the
bottleneck problem in a distributed learning algorithm. For
instance, calculating the sparse on the gradients to zero-out the
non-important values will reduce the communication bit-rate.
One of the great challenges in distributed computing is to
identify the faults and failures that become the sever cause of
failure of the system. There are so many algorithms are
available to handle that problem, but most of them are not
appropriate for large scale distributed systems. The machine
learning model can manage such kind of problem easily and
appropriately.

The Cloud computing system “Calheiros et al. (2009)
suggested the cloud platform” has become the most versatile
system under the umbrella of a distributed system. Cloud-
centric  applicationsare  multifaceted  multi-component
software which can exhibit rich and complex behaviors [1-2].
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Distributed systems are kinds of software system which
exchange bits and bytes among various computing nodes [3,
5]. It provides infrastructures and services to the cloud users
and both small and large business enterprises. The Cloud
system is playing a very important role in our society in terms
of sharing fundamental computing resources. Reliability and
availability must be the prime priority of the cloud system. To
achieve this objective the cloud system must embody the fault-
tolerant infrastructure in its core system. Adopting a fault
tolerating sub-system, “Kochar et al. (2017)”, in a cloud
environment allows the cloud system to function its targeted
operations smoothly, even at a low-level efficiency “

Programs running on a centralized uniprocessor
system are capable of tolerating faults due to the existence of
many powerful solutions [6-8]. In contrast, programs running
on a distributed computing environment with multiple multi-
core processors face the greater challenges of faults and
failures. Fault tolerance can be categorized as proactive fault
management and reactive fault management, “Patil et al.
(2011)”. This paper gives a survey of pieces of work
performed on the fault tolerance mechanism in a distributed
system with a focus on the machine learning-based approach,
“Hazan (2016), He et al. (2016)”.

Il. ANALYSIS OF DISTRIBUTED SYSTEM
Distributed systems may be homogeneous, or heterogeneous
like Grid and Cloud. Several shortcomings occur in such types
of systems, like the quality of service, resource selection, load
balancing, and fault tolerance. Fault tolerance is a major
concern concerning the design of distributed systems
“Engelmann et al. (2009), Kakade et al. (2012) highlighted the
design of distributed systems”. Whenever the failures occur in
the software system, it causes a partial or an entire breakdown
in the operational system and we refer it, as a fault [9-10]. To
allow the system to execute its functionalities, even in the
occurrence of these faults, some sophisticated techniques must
be implemented to tolerate the faults “Swartz et al. (2014),
Zinkevich (2003)”. The objective of these techniques is to
detect, identify, and correct the errors. This paper introduces
an overview of the basic framework of distributed systems and
their associated failure types “Hatcher et al. (2018), Chen et al.
(2016)”. Java offers more options to realize distributed
applications.
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From the Java perspective, the bottom layer is represented
by sockets. A socket facilitates transmitting un-interpreted
data streams from one computer system to another. All others
build on this mechanism. Java's java.net package provides the
infrastructure needed for the direct use of sockets. From the
programmer's point of view, another abstraction is more
appropriate: sending messages to remote objects. This
technique is called Remote Method Invocation (RMI) and is a
part of Java's java.rmi package. Despite this, RMI is limited to
Javal and you have to know the location of a remote object or
the registry's location.

The Jini(Java Intelligent Networking Infrastructure) manifests
a basic structure which provides, register, and obtains
distributed services associated with its specification. A Jini
system has of the following parts:

e A set of components that provides the basic
infrastructure for federating services in a distributed

system

A set of programming model that enhances the
production of reliable distributed services

The Jini technology infrastructure is centric to Java
technology. The Jini sub-system of Java gains its accessibility
by considering that the Java programming language is the
language for potential components.

I11. OVERVIEW OF CLOUD COMPUTING

The Cloud indicates to a Network or the Internet. In other
words, the Cloud computing hierarchy provides various
services over private and public networks, i.e., LAN, WAN,
MAN, or VPN. Applications such ase-mail, customer
relationship management (CRM), and web conferencing
execute on a cloud platform. Cloud computing
provides platform independence, as the software is not
required to be installed locally on the PC at users’ end. Now
the Cloud system is creating and boosting our business
applications [11-12]. Cloud Computing refers to organizing,
manipulating, configuring, and accessing the software and
hardware resources remotely. It offers on-demand online data
storage, infrastructure, and software services “Yuan et al.
(2015), Zhu et al. (2017) and Ujjwalkarm (2016)”.

Cloud computing is extended under the scaling of
distributed computing. The Cloud system, ‘“Nielsen (2018),
Blanchard et al. (2017) and Li et al. (2014) presented scaling
distributed  machine”, offers computing resources,
infrastructure, and services. Various technologies are available
to contribute to Cloud Computing. Some of the state-of-the-art
techniques are:

Virtualization technology: Virtualization refers to
executing multiple virtual computers or virtual
machines into a single physical machine. Cloud
virtualization is a technique for creating a virtual
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platform for an operating system, storage, network,
data, and server “McMahan et al. (2017)”. Virtual
machine techniques, such as VMware, and AWS
offer virtualized computational infrastructures on
demand [13-16]. Virtualization “Shaw et al. (2017),
Singh et al. (2003) highlighted the virtualization”, is
the basic framework for cloud computing.
Coordination of cloud nodes: For smooth functioning
of Cloud Computing there must be proper
coordination among the various computing nodes
“Bokhari et al. (2016) attempt to address cloud
computing services”. In the cloud system, every
small cloud also known as cloudlet shares computing
recourses. These cloudlets run various virtual
machines. Therefore coordination and
synchronization must be implemented among these
cloudlets for the smooth functioning of cloud
computing “Chen et al. (2012), Dong et al. (2011)”.
Web service: Computing Cloud services are normally
exposed as Web services, which follow the industry
standards such as WSDL (Web Services Description
Language), SOAP (Simple Object Access Protocol),
and UDDI (Universal Description, Discovery, and
Integration). WSDL is a protocol for exchanging or
sharing information in a distributed computing
environment [17-20]. It is an XML-based language.
SOAP is a protocol for exchanging information over
the Internet. UDDI protocol is applicable for
publishing the network-oriented software
components. Amazon Web Services (AWS) “Garzon
et al. (2008) proposed network based process”, is a
form of web services offers various IT services in the
global market. AWS technology is constructed via
server clusters spread all over the world.

IV. FAULT-TOLERANT APPROACHES IN CLOUD
COMPUTING

The objective of creating a fault-tolerant system is to prevent
faults arising from a single point of failure, ensuring the high
availability and business continuity.

Cloud computing offers numerous services and
various computing resources via the internet “Gomez et al.
(2006)”. On the service provider’s side, a data center (DC)
provides facility to keep computer systems as well as their
associated  components,  like  networking,  storage,
uninterruptible power supply, etc.

Primary Backup Replication (PBR):
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Primary backup applies several replications to enhance system
reliability. Active replication does not assign any replica as the
primary replica, so it removes the centralized control of
primary backup. All replicas receive the system’s activation
and then reply to the result. So it sustains a high cost for
keeping all replicas synchronized. The fault-tolerant
controlling system generally replicates the constituent
components to recover from the failure “Guo et al. (2008)”.
Primary-backup replication protocols are very common in
distributed computing [21-22].

Message Logging:

Message logging protocol is used for building a fault
tolerating system. The message logging scheme is applicable
in the model of message passing distributed system. This
policy registers custom messages. Most users exploit the
message logging facility because of its usefulness for
analyzing network simulations [23]. In this scheme, each
message received by a process must be recorded in the
message log and the process’s state is saved as a checkpoint
“Jialei et al. (2016)”. The logged messages are saved properly
to recover the system from faults or failures. In high-
performance computing (HPC) every process logs all the
messages sent to any other process. It creates potential storage
overhead. This scheme works as: A request is forwarded to the
APl then the messages are registered. After that, the API
response is returned and finally, the message appears on the
application log “Kalyani et al. (2016)”. There are two kinds of
message passing protocol:
Pessimistic Message Logging Protocol
Optimistic Message Logging Protocol
A pessimistic message logging scheme is the synchronous
event logging scheme. In the pessimistic message logging
protocol, each message is recorded in the machine’s local
memory [41].

An optimistic message logging system guarantees to
obtain the recoverable system state. However, it has a
drawback that it is less efficient than a pessimistic logging
scheme.

Scheduling:

Scheduling is a decision-making process that a distributed
system incorporates to determine the execution order of the
available resources [23-26]. Scheduling is important for
managing incoming task requests and determining which task
to execute next. Scheduling is also one of the techniques to
tolerate fault in a distributed system “Lebiednik et al (2016)”.
It is used to reduce the drawback of check-pointing in a
distributed environment. It is categorized as time-sharing
scheduling and space-sharing scheduling. There are three
approaches to scheduling such as space, time, and hybrid [27-
30].
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Check-Pointing:

The Checkpointing technique provides fault tolerance for a
distributed computing system. It saves a snapshot of the
application program state, therefore application can resume
from the point where the fault occurred. Checkpoints must be
coordinated for recovery from the faults and obtaining optimal
stable storage requirements “Li et al. (2015)”.

There are two kinds of checkpointing:

Coordinated

Uncoordinated

In a coordinated checkpointing scheme, the process
must confirm that their checkpoints are consistent. It is
achieved by two-phase commit protocol algorithms. It has two
advantages: 1. Recovery is simple and 2. Garbage collection is
easy. It has some major drawbacks: 1. It is expensive due to
energy consumption 2. All processes are competing for
writing their checkpoints at the same point.

In the uncoordinated checkpointing protocol, there is
no requirement for synchronization between the processes at
checkpoint time [31]. It has some major drawbacks: 1. If no
checkpoint forms a global state, the application has to resume
from the starting of the event of a failure. 2. The recovery cost
is not acceptable and 3. Garbage collection becomes more
complex to implement.

K-Modular Redundancy (KMR):

KMR is a widely used fault tolerance mechanism in software
engineering. KMR is a kind of version programming, hence it
is also known as N-Version Programming (NVR) [32-36]. It is
based on the principle of function ranking. Higher K™
significant functions are recognized and selected for
invocation. This strategy performs parallel executions that are
functionally equivalent and then take priority voting to
calculate the final output. Triple Modular Redundancy (TMR),
a kind of KMR, is a fault tolerance form. In which three
subsystems execute a process and the final result is obtained
by the majority voting subsystem [37-40].

The advantage of this system is if any one of the
three subsystems fails, the other two subsystems can correct
the error and mask or remove the faults. TMR system contains
three similar logic circuits to compute the basic Boolean
function. The output is obtained by combining the three
intermediate results by using another logic circuit [41-43]. The
concept of TMR can apply to many forms of redundancy
which are found in many fault-tolerant computer systems
“Patidar et al. (2011)”. The TMR is used in space satellite
systems.
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V. CONCLUSION
The objective of fault tolerating a distributed system is to make
a distributed system capable of defending against the faults and
failures. Fault tolerance strategies are very crucial in the
distributed system, especially cloud-centric applications. In
large scale distributed system failures lead to the collapse of
the entire system. A fault may occur at any constituent
computational node or machine. This becomes the cause of a
partial breakdown in the system therefore the throughput and
performance of the system degrade severely.

A plethora of research has been going on the
direction of the fault-tolerant system. Recently machine
learning especially deep learning is emerged as a promising
approach to enhance fault tolerance in the distributed system.
By principle, a deep learning approach incorporates multiple
processing units to handle voluminous heterogeneous
computing resources scattered over distinct geographical
locations. A distributed deep machine learning algorithm has
become a promising approach to implement fault-tolerant
systems.
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