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Abstract - The adoption of electronic health record
systems and other digital technologies such as
Magnetic Resonance Imaging (MRI) techniques,
automated laboratory tests, and body sensors have
brought the era of big data technology into the
healthcare industry. The wuse of big data
technologies has the potential to provide medical
organizations with powerful tools to gather and
analyze large data volumes and to use this
information to their advantage. However, special
skills, systems, and capabilities are required to be
able to analyze and extract useful information from
big data. The objective of this paper was to explore
the literature regarding the usability of big data
analytics in supporting medical decision making.
This  information  will guide healthcare
organizations in understanding how they can adopt
the utilization of big data to enhance decision
making. A systematic review of evidence-based
research articles from within the past five years
was used to gather information in regards to this
topic. The articles were derived from scientific
databases. Based on the literature review, big data
and big data analytics has the capability to improve
decision making in the healthcare sector, predict
disease outbreaks as well as the trends and patterns
of the spread of such diseases, predict occurrence of
medical phenomenon's such as  hospital
readmission, reoccurrence of diseases, and risk of
infection among others. Moreover, big data
analytics has the capability to help healthcare
organizations to streamline processes within the
healthcare setting. However, the process of
integrating big data analytics in the healthcare
setting follows distinct phases. Healthcare
organizations also have to consider the challenges
associated with adopting big data analytics.
Nevertheless, based on the literature, big data
analytics has the capability to improve delivery
systems and outcomes within the healthcare sector.
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I INTRODUCTION

The value of big data has been optimized and
appreciated in various sectors, such as banking and
retail. However, the idea of big data in the healthcare
industry is relatively new compared to other industries.
Nevertheless, this concept is rapidly gaining popularity
as most healthcare organizations and providers are
gradually learning and appreciating the capability of
big data in improving care delivery and patient
outcomes.! There are various forces that have, for a
long time limited the utilization of big data in the
healthcare industry compared. The first major
hindrance was due to the fact that the heartcare
industry has been characterized by an environment
where care providers make independent decisions and
judgments. The conservative nature of this profession
makes it challenging to implement new concepts such
application of big data due to the resistance to change.
Additionally, insufficient resources and lack of
investment in information technology systems by a
significant number of healthcare providers has also led
to a reduction in the rate of utilization of big data in
the healthcare industry.? The lack of sufficient training
of individuals in the healthcare industry on how to
integrate big data and big data technologies in the
healthcare setting has also contributed to the low
adoption of this concept in the sector. The lack of
clearly defined procedures on how to apply big data as
well as the security and privacy challenges associated
with big data has also hindered its application.®

Nevertheless, the size of medical data has
been on the rise in recent years. The size of medical
data in 2012 was approximately 500 petabytes. This
size is expected to increase to 25, 000 before 2020.3
The data is also expected to increase in variety and
complexity. The increase in size, variety, and
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complexity of medical data has led most hospitals to
begin making decisions based on this data. This
implies that despite the late adoption of big data in the
healthcare sector this data is essential for healthcare
providers to improve care and service delivery towards
their patient hence leading to better patient outcomes

Il. STATEMENT OF THE PROBLEM

As stated before, the rate of adoption of Big has been
slower in the healthcare industry relative to other
industries such as banking. Despite the fact that
utilization of big data has a significant potential to
streamline and improve healthcare delivery in various
ways, most healthcare institutions have been reluctant
to invest in systems that increase their ability to utilize
big data as well as big data analytics.

Ill.  PURPOSE
Based on the above-stated problem the purpose of this
paper is to explore the literature surrounding big data
and its applicability in the healthcare industry hence
building a case for the usability of big data and big
data analytics. This information will play an important
role in informing healthcare providers of the
capabilities of big data and big data analytics, thus
enabling them to increase their utilization in improving
healthcare delivery and systems.

V. METHODS
A literature review of scholarly sources related to
healthcare big data and the applicability of big data in
the healthcare industry was analyzed. These sources
were drawn from various databases. Moreover, only
journals and research articles from the past five years
were included in the review.

V. LITERATURE REVIEW ON BIG DATA
AND BIG DATA ANALYTICS IN
HEALTHCARE

As stated before, the amount of data and information
generated by the healthcare sector has been rapidly
increasing in the recent past, and this trend is expected
to continue into the future.* Historically, most of the
records in the healthcare industry were stored as hard
copies. However, current trends in digitization, which
have been fueled by the increased in demand for
quality healthcare services and the need to improve the
efficiency of the healthcare delivery process have led
the availability of data in soft-copy hence giving rise
to the era of big data in the healthcare industry.®
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There are various definitions that can be used
to define big data. However, in the context of the
healthcare industry, big data refers to huge sets of data
that are complex to the extent that they cannot be
managed using traditional data management systems
nor can they be analyzed using the common data
analysis softwares.’ Raw big data may not be useful;
however, this data can provide important insights,
improve decision making, and service delivery if
processed and analyzed. The complexity of big data
management is as a result of its diversity and the speed
in which it needs to be processed for it to have a
significant impact.” There are various sources of big
data in the healthcare setting these include notes from
physicians, medical prescription records, imaging
technologies, laboratory data, data from the pharmacy,
insurance data, and other administrative and medical
process records.® Additionally, big data in the
healthcare environment may be generated from
Electronic Health Records, medical sensors data,
customers feedbacks, and posts on social media sites
such as Facebook, Twitter, Instagram, websites
activities and news feeds among others.®

To makes sense of data obtained from these
sources, it is crucial for stakeholders in the healthcare
sectors to be able to visualize this information in a
format whereby they can observe trends, links, and
patterns. These needs necessitate the concept of big
data analytics which refers to the process of analyzing
raw big data from different sources with the aim of
portraying the data in a manner where an individual
can observe the trends or patterns or draw insights to

help in improving decision making and service

delivery.

a) Characteristics of Big Data in the Healthcare
Industry

There are multiple characteristics associated
with big data in the healthcare industry. They include
velocity, volume, variety, variability, veracity, and
value.® The term volume implies that big data exists in
the form of large data sets. On the other hand, the term
velocity implies that big data is processed and it
accumulates fast while the term variety implies that
big data exists in different forms and can be obtained
from different sources.® Furthermore, the term veracity
refers to the degree of correctness or the ease with
which the accuracy of data can be ascertained.
However, big data has low veracity, which implies that
its accuracy cannot be easily ascertained or validated,
given the fact that accumulates fast and from different
sources.'® Variability implies that the nature and value
of big data easily vary from one stage of its processing
to the other. While the term value implies that big data
is an important source of valuable information.*
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b) Application of Big Data Analytics in the
Healthcare sector

There are promising prospects for big data
and big data analytics in the health care sector. The
continued digitization of records in a healthcare
institution is one of the core factors that has promoted
the continued adoption of big data and big data
analytics in the healthcare sector. Big data analytics is
expected to improve healthcare delivery and outcomes
in various ways.

The first major aspect of healthcare delivery
that can be improved through the use of big data and
big data analytics is supporting clinical decision
making.'* As stated before, Big data analytics has the
capability to organize and learn from huge data sets
such that the observable trends and patterns can be
used to predict correct future outcomes hence
improving the process of decision making which in
most case is riddled by uncertainties about the future
outcomes. Improved decision-making leads to better
patient relationships as well as outcomes.'? Improved
and informed decision making also helps to reduce the
chances for error.’®* Moreover, big data analytics has
the capability of improving the provision of
personalized care to patients by providing healthcare
providers with real-time information about patients
hence allowing them to understand a patient’s
condition and to engage in best practices when dealing
with the identified problems.**

Similarly, big data analytics can also be used
to visualize data on the spread and outbreak of disease
and to predict future patterns in regards to such
occurrences.® The ability to predict public health risks
and diseases outbreaks makes it possible for
stakeholders in the healthcare industry to undertake
preventive and mitigative measures to protect or
cushion the public from such occurrences.

Big data analytics also has the capability to
improve clinical operations and care delivery systems.
Studying client walk in trends, duration of service
delivery, customer feedback among other process
characteristics can play a significant role in aiding
healthcare managers to understand how they can
streamline or improve service delivery.'® Moreover,
the analysis of financial information can play a
significant role in aiding hospital managers to ensure
optimal resource allocation and in developing prudent
financial policies and procedures.

VI.  CASES OF SUCCESSFUL APPLICATION
OF BIG DATA ANALYTICS IN THE
HEALTHCARE INDUSTRY

Furthermore, research indicates that there are various
cases of successful application of big data analytics in
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the healthcare sector in different regions and platforms
around the world. One such case is the application of
big data, and big data analytics to monitor the outbreak
and spread of diseases. Google has successfully been
able to predict disease outbreaks by analyzing search
engine queries in different locations and their
frequency.!” An increase in the search frequency of a
certain disease or its symptoms may imply an increase
in the likelihood that there is a possible outbreak of the
disease in a certain region. Research indicates that
there is a significant increase in the demand for
medical information and that most individuals are
taking advantage of the widespread internet
connectivity to meet their demand; this implies that
there is a huge potential for other stakeholders in the
healthcare industry to take advantage of social media
and internet data to predict the outbreak of diseases.

In regards to the application of big data and
big data analytics to support decision making, research
shows that approximately 79% of healthcare
organizations and care providers have adopted the use
of informatics as a method of reducing the occurrence
of medical errors.’® Additionally, 61% of healthcare
organizations in the United States are confident that
big data and big data analytics has the capability to
promote public health while 51% of the stakeholders
believe that the application of big data in the
healthcare industry has the capability to deal with the
rising healthcare costs.'® Big data analytics has the
capability to help healthcare providers to streamline
processes such as scheduling of activities, e-discharge,
and e-referrals by using data and information from
these activities to identify trends and patterns and to
make improvements based on predictions.

Furthermore, big data analytics can also be
applied to the advancement of evidence-based
practices. Healthcare organizations are applying this
capability of big data analytics to analyze the contents
of the huge database of medical research and literature
hence allowing physicians to be able to make more
informed decisions.!® Big data analytics can also help
individuals to understand about their own conditions
by presenting information in a manner that is easy to
understand hence allowing such individuals to
participate in decision making in regards to their health
conditions.®

Furthermore, institutions such as Heritage
Health have initiated a program to promote the
application of big data analytics in the healthcare
sector as an approach to dealing with problems
encountered in such environments such as unnecessary
admissions. Research indicates that the United States
spends approximately $30 billion on unnecessary
hospital admissions. In this regard, the aim of the
Heritage Health competition was to seek innovators
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who have the capability of developing predictive
models, based on big data analytics. The developed
models would play a role in predicting patients who
are at a high risk of being admitted to hospital as well
as the number of days that a patient. These models will
enable physicians to establish ways to care for patients
before their conditions worsen as well as to reduce the
costs associated with unnecessary hospitalizations.®

Additionally, big data analytics has also been
crucial in providing insights to care providers as well
as patients in regards to compliance to the set
standards of quality care treatment and predictive
insights on the occurrence of adverse events. This
application of big data analytics has been successful in
institutions such as the Toronto hospital. The hospital
management has established a system where they track
the health condition of the patients using digital
monitors that capture a wide variety of information
such as the heartbeat rate, breathing patterns, blood
pressure, and temperatures among other vital body
indicators.’® The information collected from these
monitors has supported the development of predictive
models that enable the physicians to foretell the
likelihood of a patient’s condition to deteriorate or the
probability to suffer from an infection.

Big data analytics is also playing a significant
role in reducing the rate of hospital readmissions.
Statistics indicate that approximately 30% of all
healthcare costs are as a result of hospitalization while
more than a fifth of all case of hospital readmission
occurs within 30 days after patients have been
discharged.'® These cases of readmission have led to a
significant increase in the amount of costs arising from
hospitalization. However, programs such as Medicare
have taken advantage of the availability of hospital
data to put in place measure to curb the rates of
readmission. For instance, Medicare has put in place
penalties against medical care institutions and
providers that record a high rate of readmission.?° On
the other hand, some hospitals have developed systems
that are based on big analytics to aid them in
identifying patients who are at a high risk of getting
readmitted.

Big data analytics has also played a role in
enabling patients and consumers of health information
to easily access information on healthcare conditions
and self-management techniques and
recommendations. The accessibility to this
information has been enhanced by the availability of
the internet and development of mobile search engines.
However, this application of big data in healthcare
may have negative legal implications given the fact
that providers of this kind of data may not always
provide evidence-based information and the treatment
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methods they provide to patients may not always be
effective or correct.

The government has also been acting as a
catalyst for increasing the rate of adoption of big data
and big data analytics in the healthcare sector. Some of
the initiatives that have been pioneered by
governments include the General Electric Head Health
Challenge whose aim was to promote the application
of big data and big data analytics to advance research
as well as diagnostic procedures of brain injuries.®
This initiative was classified into two components.
The first component was designed to promote research
and innovation on this subject. This component aimed
at seeking out individuals that would develop big data-
based systems that would enhance the diagnosis
procedures of mild head injuries as well as brain
damage protection measures. The component also
aimed at integrating bid data analytics-based measures
towards reducing the occurrence and impact of head
injuries in sports. The second component of the
initiative was designed to enhance research on brain
biomarkers that would enhance the process of
Magnetic Resonance Imaging hence mitigating the
occurrence and impact of brain injuries.

The Indian government has also promoted big
data analytics-based initiatives in the health sector by
establishing and e-Intensive Care Unit (elICU) where
patients can receive around the clock surveillance from
teams of healthcare professionals who are located in a
centralized unit.?! This type of surveillance is made
possible by the availability of remote sensors, imaging
and video technologies that make it possible for the
healthcare professionals to continuously monitor their
patients remotely hence making it possible to act fast
in the occurrence of life-threatening changes in their
vitals. The elCU also features a clinical decision
support system that allows healthcare professionals to
make decisions.? easily

A study conducted in regards to the elCU
system using a representative sample of approximately
120,000 patients revealed that patients in the elCU
were 26% more likely to survive compared to patients
in the normal ICU environment.® The Indian
government also supported a similar project dubbed
The IntelliSpace Consultative Critical Care (ICCC)
with the aim of attempting to address the challenge of
lack of sufficient skilled ICU medical care personnel
in the country mainly in the small towns and the rural
areas.® This solution connected various hospitals in
rural areas in a framework that would enable the
available qualified and skilled physicians to treat
patients remotely with the help of data and real-time
images of the patients which were generated through
video technology and monitoring sensors attached to
the patients
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VII. THE ROLE OF BIG DATA AND BIG
DATA ANALYTICS IN PROMOTING
TECHNOLOGICAL INNOVATIONS IN

THE HEALTHCARE SECTOR

The era of big data and big data analytics has also led
to an increase in the number of healthcare innovators
who are seeking to develop various technologies to
improve health outcomes and the healthcare delivery
process. An ideal example of a technological
innovation that has resulted as a result of the big data
revolution is y the GPS-enabled tracker which was
manufactured by Asthmapolis.® This tracker was
designed to track the inhaler usage patterns of
individuals suffering from asthma. The data collected
from the GPS trackers are stored in a central database.
The accumulated patterns assist medical care providers
in analysing the catalysts of this condition for certain
individuals based on their inhaler usage patterns and
locations. Information obtained from this technology
plays a significant role in developing specialized or
personalized treatments for individuals.®

The Ginger.io application is an example of
another application that has been developed as a result
of the big data revolution.> The developers of this
platform seek the patients’ consent to track them
through their smartphones. This application allows the
developer to track a patient’s voice call patterns,
messaging information, location, and movements,
among others. Additionally, the developers can also
send surveys on patients' devices and request them to
respond. The data and information that is obtained
from this application are compared from the patients’
behavioral data, thus enabling the developers to make
inferences about a patient’s health condition. For
instance, a change in a particular patient’s
communication or sleep patterns may be a sign that he
or she is depressed or experiencing anxiety depending
on the nature of the change. Additionally, reduced
movements may be an indication that a certain patient
is experiencing physical challenges. Such insights
may be used to take medical action before an
escalation of the health condition.

The mHealth platforms is another example of
a technological innovation that leverages on the
availability of big data to aid patients with chronic
conditions through the provision of education and
promotion of adherence to treatment.® This application
obtains information and data on chronic conditions
medication and their side effects as well as contacts of
individuals who are under these medications. Such
data is obtained from government websites such as
clinicaltrial.gov and payors as well as providers. The
developers then utilize this information to send out
reminders as well as educative and targeted
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information to the identified individuals. Another
example of innovation that leverages on big data
technology was Optum’s disease registry that utilized
data from various sources to understand different
diseases and their impacts on the patients.

VIII.  THE PROCESS OF INTEGRATING BIG
DATA AND BIG DATA ANALYTICS IN
THE HEALTHCARE SECTOR
Despite the fact that big data and big data
analytics have a significant potential to revolutionize
the healthcare sector, healthcare organizations and
providers need to understand that the process of
integrating this new advancement into their operations.
There are five major steps in the utilization of big data
in the healthcare sector. These phases include data
acquisition, data storage, data management, data
analytics, and data visualization.??

a) Data Acquisition

The first phase in the process of
implementing the use of big data analytics in the
healthcare sector is acquiring the required data from
the wide variety of available data. Big data is available
in different forms, which include structured,
unstructured, or semi-structured. Moreover, this data
may be obtained from primary sources or secondary
sources. The primary sources include electronic health
record (EHR) systems, and medical decision support
systems. On the other hand, the secondary sources
include; insurance companies, government sources,
and pharmacies among others.?3

Nevertheless, one of the most common
sources of big data in healthcare includes EHR
systems. EHR systems have contributed significantly
towards digitization of EHR records. EHR records
may include prescription and medication history,
patient history, laboratory reports, information from
monitoring devices, and sensors, among others. This
information may be used in analytics hence aiding in
the development of personalized care and provision of
crucial medical insights. Image  processing
technologies may also provide an important source of
big data. Such technologies include Magnetic
Resonance Imagery, X-rays, Computed tomography,
ultrasounds, and mammography fluoroscopy, among
others.

Healthcare organizations may also obtain big
data from the internet and social media sites. Some of
the crucial sources of this kind of information may
include Facebook, Twitter, Instagram, and LinkedIn,
among others. Moreover, some websites also act as an
important source of big data for healthcare
organizations. Some of the popular websites include
23andMe and uBiome. Information obtained from
these sources is mainly used to track the spread or
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outbreak  of  diseases. = Moreover, healthcare
organizations may also collect data from smartphones
and other devices. These devices may contain
applications that track an individuals steps, the number
of calories burned each day, moods, and distance
covered among others. Moreover, there are mobile
phone applications for diabetic patients. The amount of
health-related information generated by these devices
is huge enough to be considered as big data.

b) Data Storage

It is also important for organizations to
develop data storage mechanisms before they adopt
the use of big data and big data analytics. The size of
big data necessitates healthcare organizations to have
sufficient space to store the information. Based on the
size of big data, the most feasible storage option is the
cloud.?* Cloud storage not only provides sufficient
storage but also ensure that the stored information can
be accessed easily and quickly. Moreover, cloud
storage also makes it possible to conduct computing
procedures on the data. Using the cloud to store big
data has a wide variety of advantages with the greatest
one being the efficiency and cost-effectiveness of this
form of storage. Additionally, there are numerous
providers of cloud storage services. In this regard,
organizations should ensure that they carefully select a
cloud service provider who can be entrusted to protect
the security and the privacy of the stored information.
Some of the popular cloud service providers include
Goggle, IBM, and Amazon.

c¢) Data Management

Healthcare organizations also need to understand the
importance of efficient data management practices
before they can adopt the use of big data analytics to
aid in decision making and quality and healthcare
quality improvement. The process of managing data
entails data organization, data cleaning, data mining,
and data governance. Data management also entails
checking for missing data as well as verifying that all
data is available. At this phase, data retrieval entails
activities such as extracting valuable or required data
from a huge database. On the hand, data governance
entails all activities that are aimed at ensuring the
security, accessibility, and usability of the stored
information. This stage also entails maintaining the
privacy and confidentiality of the stored information as
well as adherence to the privacy and confidentiality
laws and acts. There are multiple acts that regulate and
influence the process of data governance. These Acts
include HITECH, HDI, FOIA, GINA, and HIPPA.?
The abbreviation HITECH stands for Health
Information Technology for Economic and Clinical
Health. This act stipulates the importance of
acceptable use of health data as well as information. Its
sets out the technological standards for enhancing the
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security and privacy of health data and encourages the
implementation of electronic health records.

On the other hand, the Health Insurance
Portability and Accountability Act also lays out the
requirements for enhancing security, privacy, and
confidentiality of stored health records. This act also
establishes the national ethical standards for handling
EHR records and other forms of communications and
interactions within the healthcare setting. Despite the
fact that the HIPPA acts mandates healthcare
organization to protect their stored data, it also allows
the transfers of data and patient records for various
purpose as long as the right, and legal procedures are
followed. The Department of Health and Human
Services (HHS) has an initiative dubbed the Health
Data Initiative (HDI) that seeks to reinforce the
available health data security enhancement measures
by allowing patients to rate the security of healthcare
organizations based on their experiences

Furthermore, Genetic Information
Nondisclosure Act of 2008 (GINA) forbids the use of
or disclosure of genetic information for purposes that
might disadvantage a patient such as underwriting or
determination of premiums or the suitability for health
insurance  coverage. Lastly, the Freedom of
Information Act (FOIA) also seeks ways of enhancing
the security and privacy of stored data about various
individuals.

d) Data Analytics

As mentioned before, data analytics is the process
through which big raw data is transformed into
relevant information that can guide decision making or
provide important insights. The various approaches to
big data analytics in the healthcare sector include
Descriptive  Analytics,  Diagnostic ~ Analytics,
Predictive Analytics, and Prescriptive Analytics.® The
Descriptive analytics method is based on historical
data and examines the impact of a specific parameter
in the system. Similarly, Diagnostic Analytics also
relies on historical records to determine the cause of a
certain observed medical problem. Additionally, the
Predictive Analytics approach utilizes both historical
and real-time data to make predictions about the
future. The approach to data analytics is significantly
probabilistic.  Lastly, Prescriptive Analytics also
utilizes historical records to make predictions about
the multiple possible outcomes hence guiding in the
process of decision making.?

e) Data Visualization

The last phase in the integration of big data
analytics in the healthcare sector is a data
visualization. Data visualization entails presenting the
results of the different analytics approach in a manner
that can be understood such a graphical or pictorial
representation.® This stage makes it possible for
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stakeholder in the healthcare environment to
understand patterns and trends and to make informed
decisions based on the observations.
IX. DATA VISUALIZATION AND
ANALYTIC TOOLS

The are various data visualization and analytics tools
that possess different capabilities. For instance, the
Advanced Data Visualization tool has the capability to
analyze data and present the results in graphical forms.
This tool has can also scale its graphical representation
to include millions of data points, and it also has the
capability to handle different data types. Additionally,
Presto is a different analytical tool that has the ability
to analyze and present in visual forms huge sets of data
that are collected each day by a certain system. Hive is
a similar analytical tool to Presto. However, this tool is
not as fast as Presto. Nevertheless, Hive is an efficient
tool when excel performing Microsoft Excel
functions.?®, Additionally, Vertical is a cheaper
alternative of the Hive application, given the fact that
it has lesser architecture compared to vertical.
However, Vertical has the aspect of scalability.

Moreover, Online Analytics Processing
(OLAP) is another data analytics tool that has the
capability to perform statistical calculations and
reports, quality control, as well as check the integrity
of the data. This system is ideal in improving the
process of healthcare delivery and decision making,
given the fact that it enhances tracking of medical
records and past diagnoses. OLAP has similar
attributes to Online Transaction Processing (OLTP).
However, OLTP is mainly designated to process
information related to operations within the healthcare
setting, such as registration of patients. Furthermore,
the Hadoop Distributed File System (HDFS) has the
capability of dividing large data files into smaller ones
and to redistribute these files across a range of
different systems. HDFS has similar attributes to
Casandra File System (CFS).%

Other tools include R; This programming tool
enables graphical display and manipulation of data.
Cytoscape is a similar data visualization tool that has
advanced data modeling capabilities. Additionally,
Graphviz is another application that is best suited for
analytical results in both simple and complex graphical
forms. Lastly, IBM cloud service providers also have a
data visualization tool referred to as IBM Watson
Analysis that is ideal when dealing with data stored in
the IBM cloud storage. Other tools include Nodebox,
Flot, FF Chartwell, Raphael, and Cross filter, Goggle
Charts, MapReducing System, Complex Event
Processing (CEP), Text Mining tools, Mahout and
Nephi among others?®
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X. CHALLENGES OF BIG DATA AND BIG
DATA ANALYTICS IN THE
HEALTHCARE SECTOR

Despite the various advantages and positive impacts
that big data and big data analytics have on the
healthcare sector, there are also various challenges
associated with the adoption of this concept.?” The
major challenges associated with big data are mainly
associated with data collection, usage, protection, and
sharing.
One of the major challenges associated with big data
is in regards to security.?’” As mentioned before,
organizations need to have a big data storage plan
before adopting big data analytics. The nature of
healthcare big data is such that any leakage of
information to the unintended parties may have serious
and adverse legal implications to the involved
healthcare organizations. Cloud storage, which is the
ideal form of storage of big data is prone to various
security challenges such as hacking, malware attacks,
and phishing. This threat may cause the information to
leak to malicious parties. In this regard, healthcare
organizations need to put in place sufficient measures
to safeguard their healthcare records. Moreover, cloud
storage may be an expensive alternative storage option
for small and medium healthcare organization which
consequently limits their ability to leap from the
benefits of big data analytics.?® Moreover, the
heterogeneous nature of big data may be strenuous for
organizations to handle. Gathering the relevant as well
as the required information from the huge pool of data
may be a laborious and expensive process given the
fact that it requires skilled personnel who possess
knowledge about how to handle the various analytical
and data mining tools.?®

Moreover, training the hospital personnel on
how to comfortably handle data analytics systems is an
expensive and time-consuming endeavor.?® Setting up
of big data analytics systems may also be expensive,
mainly for small scale organizations. In this regard,
most organizations prefer to maintain their traditional
systems. Moreover, the generational diversity that
exists in the healthcare sector is also a significant
challenge towards the adoption of big data and big
data analytics.®® The older generation of healthcare
stakeholders may be opposed to the adoption of new
systems of care delivery given the fact that most of
them prefer traditional methods of care delivery as
well as maintenance of hospital culture. Therefore,
organizations that purpose to adopt the utilization of
big data and big data analytics in their operations need
to consider and take measures to mitigate these
challenges.
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XI.  RESULTS AND DISCUSSIONS
The idea of big data in the healthcare industry is
relatively new compared to other industries.
Nevertheless, this concept is rapidly gaining popularity
as most healthcare organizations and providers are
gradually learning and appreciating the capability of
big data in improving care delivery and patient
outcomes. The size of medical data has been on the
rise in recent years. The size of medical data in 2012
was approximately 500 petabytes. This size is
expected to increase to 25, 000 before 2020. The data
is also expected to increase in variety and complexity.
The increase in size, variety, and complexity of
medical data has led most hospitals to begin making
decisions based on this data. Current trends in
digitization, which have been fueled by the increased
in demand for quality healthcare services and the need
to improve the efficiency of the healthcare delivery
process have led the availability of data in soft-copy
hence giving rise to the era of big data in the
healthcare industry.

There are various sources of big data in the
healthcare setting these include notes from physicians,
medical prescription records, imaging technologies,
laboratory data, data from the pharmacy, insurance
data, and other administrative and medical process
records. Additionally, big data in the healthcare
environment may be generated from Electronic Health
Records, medical sensors data, customers feedbacks
and posts on social media sites such as Facebook,
Twitter, Instagram, websites activities and news feeds
among others. Moreover, there are multiple
characteristics associated with big data in the
healthcare industry. They include velocity, volume,
variety, variability, veracity, and value

Furthermore, there are promising prospects
for big data and big data analytics in the health care
sector. Big data and big data analytics can be used in
supporting clinical decision making. Improved
decision-making leads to better patient relationships as
well as outcomes. Improved and informed decision
making also helps to reduce the chances for error.
Moreover, Big data analytics has the capability of
improving the provision of personalized care to
patients by providing healthcare providers with real-
time information about patients hence allowing them
to understand a patient’s condition and to engage in
best practices when dealing with the identified
problems. Big data analytics can also be used to
visualize data on the spread and outbreak of disease
and to predict future patterns in regards to such
occurrences. Big data analytics also has the capability
to improve clinical operations and care delivery
systems.
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Furthermore, research indicates that there are
various cases of successful application of big data
analytics in the healthcare sector in different regions
and platforms around the world. One such case is the
application of big data, and big data analytics to
monitor the outbreak and spread of diseases. Google
has successfully been able to predict disease outbreaks
by analyzing search engine queries in different
locations and their frequency. Healthcare organizations
are applying this capability of big data analytics to
analyze the contents of the huge database of medical
research and literature hence allowing physicians to be
able to make more informed decisions. Big data
analytics can also help individuals to understand about
their own conditions by presenting information in a
manner that is easy to understand hence allowing such
individuals to participate in decision making in regards
to their health conditions.

Furthermore, institutions such as Heritage
Health have initiated a program to promote the
application of big data analytics in the healthcare
sector as an approach to dealing with problems
encountered in such environments such as unnecessary
admissions. Big data analytics is also playing a
significant role in reducing the rate of hospital
readmissions. For instance, Medicare has put in place
penalties against medical care institutions and
providers that record a high rate of readmission. On
the other hand, some hospitals have developed systems
that are based on big analytics to aid them in
identifying patients who are at a high risk of getting
readmitted

The application of big data analytics has been
successful in institutions such as the Toronto hospital.
The hospital management has established a system
where they track the health condition of the patients
using digital monitors that capture a wide variety of
information such as the heartbeat rate, breathing
patterns, blood pressure, and temperatures among
other vital body indicators. The information collected
from these monitors has supported the development of
predictive models that enable the physicians to foretell
the likelihood of a patient's condition to deteriorate or
the probability to suffer from an infection.

The government has also been acting as a
catalyst towards increasing the rate of adoption of big
data and big data analytics in the healthcare sector by
sponsoring initiatives designed to promote usage of
big data analytics in the healthcare sector. The era of
big data and big data analytics has also led to an
increase in the number of healthcare innovators who
are seeking to develop various technologies to improve
health outcomes and the healthcare delivery process.

Despite the fact that big data and big data
analytics have a significant potential to revolutionize
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the healthcare sector, healthcare organizations and
providers need to understand the process of integrating
this new advancement in to their operations by
following the five major phases which include data
acquisition, data storage, data management, data
analytics and data visualization. Moreover, there are
various tools and systems that organizations can utilize
to aid in data analytics and visualizations.

Despite the various advantages and positive
impacts that big data and big data analytics has on the
healthcare sector, there are also various challenges
associated with the adoption of this concept. The
major challenges associated with big data are mainly
associated with data collection, usage, protection,
sharing, as well as the costs associated with big data
and big data analytics. Therefore, organizations that
purpose to adopt the utilization of big data and big
data analytics in their operations need to consider and
take measures to mitigate these challenges.

XIl.  CONCLUSION AND
RECOMMENDATIONS

Despite the slow adoption of big data and big data
analytics in the healthcare sector, this concept has
slowly been gaining momentum. More healthcare
organizations are slowly realizing the importance of
big data in improving healthcare outcomes and
process. Based on the literature review, big data and
big data analytics has the capability to improve
decision making in the healthcare sector, predict
disease outbreaks as well as the trends and patterns of
the spread of such diseases, predict occurrence of
medical phenomenon’s such as hospital readmission,
reoccurrence of diseases, and risk of infection among
others. Moreover, big data analytics has the capability
to help healthcare organizations to streamline
processes within the healthcare setting. However, the
process of integrating big data analytics in the
healthcare setting follows distinct phases. Healthcare
organizations also have to consider the challenges
associated with adopting big data analytics.
Nevertheless, based on the literature, big data analytics
has the capability to improve delivery systems and
outcomes within the healthcare sector.
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