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Abstract— When computer networks was introduced
few decades ago, they were primarily used by
researchers in academic institution for sending
electronic mail and by corporate organizations for
sharing printing devices. In these circumstances,
security was not a threat and did not get a lot of
attention. But today, as millions of individuals world
over are using networks for financial transaction, e-
commerce, and processing their tax returns, network
security is surfacing on the horizon as a potentially
massive problem. With the advent of computer
systems the need for computerized tools for protecting
programs and files stored on the computer became
obvious, this is especially the case for a shared system
and is even more important for systems that can be
logged into from a voice or a data network. In this
study, an actual implementation to validate the
performance of the designed network defence mode
was carried out. The experimental data indicated that
the entire system had an average successful detection
rate of 87.15%, which met the design requirements.
However, a certain margin of error still existed.
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. INTRODUCTION

Network and information security is a critical link in a
country’s overall national security system. Once a war
breaks out, the network will become a part of the
battlefield. When a cyber-war starts, no one—from
governments to private enterprises—will be spared,
similar to a war in real life. Cyber terrorism may not
cause human casualties or fatalities, but the amount of
damages that it can bring will definitely result in a wider
scope. The disaster that it will cause is also likely to be a
more devastating one. Hence, the security of networks
and information systems to an enterprise is as important
as military security. Along with the growing popularity of
the Internet, the importance of network security has
become increasingly prominent. Users’ requirements and
expectations of network security have also become more
sophisticated, leading to the development and growth of
network security technologies.
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Il. NETWORK DEFENCE MODEL

The test subject for our study is a classified and sensitive
network laboratory that belongs to the academic network.
Its network security model was developed from scratch
and gradually built into a complete system. The attempt
was to establish a truly effective network defence
method. The related procedure is as follows.

e Design a hybrid firewall module. This serves to
segregate the intranet from the main gateway
to the external network and imposes strict
control over access to the intranet resources
by external users.

e Install an Intrusion Detection System (IDS) at a
critical node of the network (e.g., the server
farms). The purpose of this step is to conduct
real-time monitoring and detection of a
variety of network activities and create
appropriate records and issue early warnings
when attacks occur.

e Adopt the honeynet technology to link up the
network’s hybrid firewall, IDS, and virtual
honeynet, and then enable the three
components to interact with one another. This
creates an early warning system for network
security. The system administrators will be
promptly alerted when there are intrusions or
system vulnerabilities; thus, timely repairs
and maintenance can be carried out.

The topology of the network defence model adopted in
this study is shown in Fig. 1.
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Fig. 1. Network Defence Model

1. RESEARCH METHOD AND THEORY

The module for screening data packets consists of the
screening program (which can be operated at the gateway
to the firewall) and two backend programs. This module
functions as the security router between the network and
the data link layers. It intercepts data packets that pass
through the gateway of the firewall and verifies whether
these contain application protocols that match the
preinstalled security regulations, before deciding whether
to forward, block, or discard the packets.

The firewall system uses the Netfilter/Iptables framework
of the Linux environment. Appropriate modifications
were made so that the system meets the requirements of
connectivity and interactivity between the internal
components of the computer. This study used Iptables,
packets selection tool based on the Netfilter framework,
to develop a firewall subsystem with various functions.
These Iptables include network address translation
(dynamic NAT) during the screening of data packets,
proxy servers, and others.

Further, the implementation of the firewall system under
the Linux environment consists of two aspects. First,
Netfilter provides a scalable and structured underlying
framework, on top of which Iptables are implemented.
The latter is a selection tool, responsible for the filtering
and management of incoming and outgoing data packets.
Second, Netfilter and Iptables jointly form the main
Linux firewall system.

V. Fuzzy REPRESENTATION OF THE IDS
FEATURES

The fuzzy theory is suited for use in intrusion detection
because it can easily combine input data from various
sources. Since many types of intrusions cannot be clearly
defined, the advance warnings that they trigger are
usually vague too.

Fuzzy mathematics is used for describing, researching,
and managing the mathematical relationships found in

things with fuzzy characteristics. A comprehensive fuzzy
evaluation is an important application of fuzzy
mathematics. When the circumstances involve very
complex factors, it can be used for selecting the best
program for execution or making a choice after ranking
the system detection results after the evaluation.

The main steps of the fuzzy evaluation method are as
follows: (i) determine the factors and comments sets for
evaluation, and then establish the fuzzy sets of the
various factors (membership function); (ii) establish the
fuzzy relationship between the evaluation factors and the
comments, and then determine the weight that the
respective factors have during evaluation; and (iii) derive
a conclusion on the basis of calculations using a specific
operand. Flexibility in the handling of attacks and the use
of reasonable judgment are required for identifying a
strict boundary between the normal and the abnormal.

We have used the fuzzy sets technique in this study. The
fuzzy sets of basic variables are represented by the
following quintuple:

Fuzzyset ::= <Object,Attribute.FC,Domain,ML>

Here, Object refers to the item being described; Attribute,
a particular property of the object; FC, the fuzzy concept;
Domain, the location of the attribute; and ML, the
membership list.

The procedure for conducting a fuzzy evaluation is as
follows.

Step 1. Determine the factors and comments sets for
evaluation, and then establish the fuzzy sets of the
various factors. Internet access can be described using
various characteristics such as the duration of the
connection, communication volume, source and
destination addresses, and types of service (i.e., the target
port number). A compilation of these characteristics is
known as the factors set. The evaluation vector is the
bituple E=<U, W>, where U denotes the factors set U=
{ul, u2...,un} and W represents the weight vector. Every
component of corresponds to the degree of importance of
a factor during evaluation and can be represented as
follows: W = fu w/u. Corresponding to the factors set is
the comments set, which refers to the set of linguistic
variables of the condition “degree of abnormality.”

The method of describing each factor is consistent.
Therefore, the density distribution function of these
factors can be treated as their membership function.
During this step, the task is to calculate the density
distribution function of each factor using the existing
data.

Step 2. Evaluate the fuzzy relation between the factors
and comments sets, and then determine the weight to be
ascribed to the various factors during evaluation. This is
the most important step in intrusion detection based on
fuzzy evaluation. The detection model can be established
once the fuzzy relation between the two sets has been
determined. The fuzzy relation between the factors ui and
comments indicates the degree of membership that the
respective factors have with the various degrees of
abnormality. The determination of the fuzzy relation
between the factors ui and comments ¢j is based on f (ui),
which is the density distribution function of ui . If the
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comments set is {el, e2...em}, then the density
distribution function of ui will be mapped onto m number
of fuzzy relations. The relationship between the
membership functions of a fuzzy relation is shown in Fig.
2. The following two characteristics of the fuzzy relation
between the factors and the comments can be identified
from Fig. 2.

(i) The smaller the density of a particular eigenvalue
is, the greater the degree of membership of the comment
is to a higher degree of abnormality.

(i) The higher the degree of abnormality of a
comment is, the larger the membership function slope is.

Fig. 2. Membership function of the various comments

In order to determine the weight of each factor, it is
necessary to assess and rank the importance of all the
factors. In this study, a judgment matrix established
through the expert evaluation method (EEM) was used.
The EEM is an important fuzzy mathematics tool used for
creating fuzzy sets, fuzzy relations, and other
mathematical models. It relies mainly on the experience
of experts in the related fields. The sequence to establish
a judgment matrix using EEM is as follows.

(i) Invite number of experts to establish a comparative
judgment matrix Al, A2...,An for a particular type of
intrusion, on the basis of their own experiences and the
concept of fuzzy relations.

(i1)) Set up a group of weights W1, W2...,Wn, W1+
+W2+...,Wn=1 in accordance with the authority ranking
of the experts, where Wi represents the authority ranking
of expert number i, i E 1,2,....n.

(iii) Represent the final
A=WIXAI +..., WnXAn.

Step 3. The conclusion from the evaluation and
calculations carried out using a particular operand is
derived as follows.

(i) Use the comments set to assess each eigenvalue
that was determined by the aforementioned fuzzy
relations, and then compose the evaluation matrix.

(if) Carry out a compositional operation of the fuzzy
matrix using the weight vector of the factors list and the
evaluation matrix, thereby deriving a comprehensive
evaluation vector.

(iii) Determine the comments for this particular set of
eigenvalues on the basis of the principle of the maximum
degree of membership.

judgment matrix as

V. PROACTIVE AND EARLY  SECURITY

WARNING MECHANISM

The warning mechanism used in this study is a
structurally implemented network based on a closed-
ended virtual honeynet. Except for the managing
platform, the virtual honeynet does not carry out any
interactive data transmission with any external host or
device. The closed-ended virtual honeynet comprises a
virtual intruder, a virtual honeynet gateway, and two
virtual honeypot systems. Its network topology is shown
in Fig. 3.
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Fig. 3. Membership function of the various comments

Within the virtual honeynet, the LANI, LAN2, VMnetO,
and VMnetl switches are all virtual Layer 2 switching
equipment. The LANI and LAN2 switches control the
exchange of data between the virtual devices.

The VMnet0 and VMnetl switches exercise similar
controls but between the virtual devices and the host
(managing platform). The VMnetl switch uses the host
mode to ensure that the homed host (managing platform)
can manage the honeynet gateway; that is, information
from the homed host can be transferred to Interface
Number 2 (eth2) of the honeynet gateway. On the other
hand, the VMnet0 switch uses the bridging mode
(normally not used in a closed-ended virtual honeynet) to
ensure that the data pass directly through the physical
network interface of the homed host (managing platform)
to the real network.

There is a bridge between Interface Numbers 0 (eth0) and
1 (ethl); hence, these do not have any IP address. When
data packets pass through the gateway, their time-to-live
(TTL) values are not reduced. As such, the honeynet
gateway is not visible to virtual intruders.

A virtual honeynet system can provide system
administrators with the ability to monitor, defend, and
document the security of all segments of the network and
can play a significant role in enhancing the security
management of network systems.

VI. TESTS FOR DIFFERENT TYPES OF INTRUSION

The types of network intrusion used for the experiment
are shown in Table 1.
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Table- 1 Types of Intrusion

Selective data were used for testing. The statistics related
to the intrusion detection subsystem are shown in Tables
3 and 4. The former is based on the information collected
and the latter on the intrusion type.

Table 3- Statistics Based on Information Collected

Category Type Activities
0 Normal Normal
Probes on system vulnerabilities,
1 Probe
for example, port scans
DoS
. DoS attacks, for example, SYN
2 (Denial-of- .
. flooding
Service)
R2L Unauthorized access by remote
3 (Remote-to- machine, for example, password
Local) guessing
U2R Unauthorized access by locally
4 (User-to- managed accounts, for example,
Root) buffer overflow attacks

The comments set created for the experiment comprises
four comments, namely, “Normal,” “Somewhat
abnormal,” “Abnormal,” and “Very abnormal”.

All comments assessed as “Abnormal” and above are
classified as intrusions. At the start of the experiment, the
tcp dump within the gateway was activated to collect the
network data. The outputs of this process were multiple
records of network communication. These records were
divided into four groups. Group 1 was the baseline, which
contained network data that did not relate to intrusion
activities. In this group, 80% of the data were treated as
training data, while the remaining 20% were used for
testing the misreported rate. The data for Groups 2-4
were contained in networkl, network2, and network3,
respectively. Each group was subjected to three different
types of attacks. After processing, the four groups of data
used for testing the detection rates were stored in the
database. The names of the network connection tables
were  “Normal,” “Intrusionl,” “Intrusion2,” and
“Intrusion3,” respectively.

During the experiment, network connections were
divided into three categories: (i) outgoing network
connections from the local network; (ii) incoming
network connections from the extranet; and (iii)
connections within the local area network (LAN). The
results of the experiment are shown in Table 2.

Table- 2 Intrusion Ratio of Normal and Abnormal Data

Performance Type of attack
indicator % Probe DoS R2L U2R Mean
Detected 96.99 84.51 86.52 80.56 87.15
Misreported 171 9.03 13.48 33.33 14.39
Under- 3.01 14.84 13.48 22.22 12.36
reported

Table 4- Statistics Based On Intrusion Type
Type Number of cases

Detected Misreported Under- Total

reported

Probe | 226 4 7 233
DoS 131 14 23 155
R2L 77 12 12 89
U2R 29 12 8 36

The system performance indicators of the network
security early warning system were derived through
further calculations and analysis. The data are shown in
Table 5, and the graphical representation is presented in
Fig. 5.

Table 5- Table 5: System Performance Indicators.

Performance Type of attack

indicator % Probe DoS R2L U2R Mean
Detected 96.99 84.51 86.52 80.56 87.15
Misreported 1.71 9.03 13.48 33.33 14.39
Under-reported | 3.01 14.84 13.48 22.22 12.36

Network Ratio of network connections evaluated as
connection intrusions
table Outgoing Incoming Connections
connections connections within the
LAN
Normal 0.62 0.23 0.88
Intrusion 1 3.09 15.44 18.96
Intrusion 2 3.81 12.83 12.42
Intrusion 3 241 20.03 9.51

Underreported

Fig. 5: System performance indicators

VII. CONCLUSION

Computed using the above data, successful detection rate
was 87.15%. The requirements that we set for the
experiment were met to a certain extent. The firewall
system and IDS were stable in their operations and fully
functional. The analysis of the two sets of experimental
data indicated that the security protection of the system
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was further enhanced through the connectivity and
interactivity between the firewall, IDS, and virtual
honeynet. As long as the proposed network security
architecture study initiated a connection, the system
responded in a timely manner, irrespective of the mode of
attack. The connection was also recorded and
documented in the system log. This provided a
comparative analysis to the system administrators and
enabled them to take appropriate measures promptly.

With the above notwithstanding, the experiment reflected
a number of shortcomings:
(i) although the IPSec protocol of the firewall
could protect the security of the data packets, it
reduced their transmission speeds;
(ii) there was room for further strengthening of the
system’s self-adaptability.

In this study, an actual implementation to validate the
performance of the designed network defence mode was
carried out. The experimental data indicated that the
entire system had an average successful detection rate of
87.15%, which met the design requirements. However, a
certain margin of error still existed. Further, the firewall
system, IDS, and virtual honeynet system had stable
operations, were fully functional, and could fulfil the
design requirements.

The contributions of this study could be summarized as
follows. (i)The concept of a network defence model was
proposed shortly after a systems analysis of a sensitive
and classified network was carried out. This systems
analysis was an important prerequisite of and the basis for
systems design. In this study, a model for an intelligent
early warning system was designed. Based on the systems
methodology and a combination of the theories of
network security and the principles of automatic control,
the proposed model was self-adaptive and could respond
to network security issues in a dynamic manner in an
enterprise. (ii) IPS technology was used for establishing a
distributed network security architecture comprising the
following components.

(@) Hybrid firewall: A hybrid firewall system was
designed on the basis of packet filtering and proxy and
VPN technologies. (b) IDS: Snort tools were used for
creating a network intrusion detection system that used a
fuzzy comprehensive evaluation to determine the
intrusion detection eigenvalues.(c) Virtual honeynet
system: The approach of a virtual network trap was
adopted, together with the implementation of a close-
ended virtual honeynet, to give a proactive and early
security warning to the network.(d) Connectivity and
interactivity were established between the firewall,
intrusion detection, and virtual honeynet, which further
proved the practicality and usability of the system.
Distributed network security architecture can effectively
prevent network intrusions and provide direct protection
for key data. It plays an important supporting role in the
construction of a network security system. Not only can it
be applied to the development of an academic network,

but it can also be used for constructing and improving the
networks of private corporations and governmental
network. The results of this study can provide new ideas
and solutions, as well as serve as a reference for future
network security topology design and related studies.
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