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ABSTRACT - This dissertation analyses the
use of RFID cards as e-passports instead of
the conventional paper passport booklet
with an embedded chip as the e-passport.
Advancement in technology comes with so
many possibilities that all information can
be stored electronically. The purpose is to
limit the use of counterfeit documents. This,
in turn, will prevent illegal entry of the
travellers into any specific country at the
same time maintaining the privacy and
personal security of the e-passport bearers
and track the person in which country.

l. INTRODUCTION

An e-passport is a passport which features
microchip technology. An integrated circuit
(chip) within its pages contains the data that
are essential in verifying the identity of the
passport holder. These data include the
personal data found on the data page of the
passport, the biometrics of the passport holder,
and the unique chip identification number.
Electronic passports have an integrated chip,
generally embedded in the cover page of the
document that contains personal information of
the document owner. a contactless (or RFID)
technology has been chosen for the inspection
process. An e-passport, or a digital passport, is
a combined paper and electronic passport that
contains biometric information that can be
used to authenticate the identity of travellers. It
uses contactless smart card technology,
including a microprocessor chip (computer
chip) and antenna (for both power to the chip
and communication) embedded in the front or
back cover, or canter page, of the passport.
Electronic passports include contactless chip
which stores personal data of the passport
holder, information about the passport and the
issuing institution. In its simplest form, an
electronic passport contains just a collection of
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read-only files. The passport's critical
information is both printed on the data page of
the passport and stored in the chip. Public Key
Infrastructure (PKI) is used to authenticate the
data stored electronically in the passport chip
making it expensive and difficult to forge
when all security mechanisms are fully and
correctly implemented. The specific choice of
each country as to biometric security features
to include makes a major difference in the
level of security and privacy protection.

In this, the details of the person would be fed
into the RFID cards (passports in RFID form).
The RFID reader reads the details of the RFID
passport and sends the data wirelessly with the
help of RF transceiver. On the other side, the
other RF receiver receives the details and
sends to the microcontroller. Here, the
controllers compares with the data already
there. If it matches than the person is allowed,
less he would be termed as a criminal by
giving an alarm/buzzing signal. The e-passport
with wireless contact on border control
requires that any information is available
without the holder's consent. It can be realized
based on the access control procedure. The
microchip is activated only by a code that is
delivered from the machine-readable zone —
MRZ. Hence, only the holders permit to access
to the data stored inside of the chip. While
inclusion of the MRZ sped up passport
processing, it did little to improve the
document‘s inherent security. The practice of
removing a passport holder‘s picture and
replacing it with another, however, has
garnered much attention as a potentially simple
means of committing passport fraud.

1. RELATED WORK

2.1 Aims of Study

To design a prototype that will resemble the
operation of an e-passport booklet but using an
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RFID card eliminating the conventional paper
passport booklet. The objective is to improve
passport security by creating a stronger link
between the passport and its holder.

2.2 Purpose of Study

To design a prototype that will reduce forgery,
duplication of data entry, look-alike fraud,
photo substitution, which may be done by any
holder of a conventional passport booklet. To
come up with a more efficient travel document
with less human intervention eliminating the
fraud associated with a paper passport. This
system will allow the biographic information
such as family name, date of birth, gender, ID
number of the bearer to be electronically
stored in the system. This can also result in
faster movement at the border controls as the
bearers just have to tap their RFID cards in
front of the card readers and if the fingerprint
scanner is present then their fingerprints can
be taken thereon real-time basis to verify if the
ones taken presently will match the
fingerprints already stored in a template in the
database.

2.3 Objectives of Study
1. Primary Objective
e To develop an e-passport system
using RFID cards.
2. Secondary Objectives

e Toenhance imposter detection.

e To make it almost impossible to alter
a document for use in gaining
admission.

e To guard against multiple passport
issuances to the same person.

e  To protect against identity theft.

e Above all provide a system that
protects privacy.

1. POWER SUPPLY

TRANSFORMER.

RECTIFIER > FILTER

ICREGULATOR ¥ LOAD

Typically a 220V AC RMS voltage is
connected to a transformer to step the AC
voltage down to the level of the desired DC
output. A full-wave rectified voltage is then
provided by a diode rectifier which is initially
filtered by a simple capacitor filter to produce a
DC voltage. There are some ripples in the
resulting DC voltage. A regulator IC will
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remove this ripples and will retain the same DC
value even if there are variations in the DC
voltage.

V. RFID SYSTEM

RFID (Radio Frequency ldentification) is a
wireless link to uniquely identify objects or
people. RFID enables identification from a
distance without requiring line of sight. The
RFID system comprises the RFID tag/card,
RFID reader, backend database and a control
unit. RFID systems have two broad categories
passive and active. The RFID reader
communicates with the RFID tag through tag
interrogation.

V. RFID TAGS/CARDS

RFID tags/cards consist of an Integrated
circuit attached on an antenna that is printed,
etched or stamped onto a base which is often a
paper substrate of Polyethylene Terephthalate
(PET). The inlay which is the combination of
the chip and antenna is then inserted amid the
printed label and its adhesive backing or it is
either placed in a more durable structure.

The tag consists of the following:

e Aradio frequency chip

e Encoding and decoding circuitry
e Antenna unit and

e A memory unit.[3]

Tags can be classified depending on their
power capacity into passive, semi-active and
active tags. The distinction of these
classifications is illustrated Table 5-1 below.

Table 1 Classification of Tags depending
on Power Capacity

Besides, tags can also be categorized based
on their frequency of communication. The
energy, read range and in some cases, the
size of the tag is determined by the
communication frequency between the tag
and the reader.
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Fig.1lbelow shows an example of the type of
RFID cards that are going to be used in this
project.

g e Do B e B e e R B L= 7}
Fig 1 Typical RFID card for the project
VI.  RFID READER

The RFID reader is also known as an
interrogator, it provides the connection

between the tag data and the software that

needs the information. The image below is
showing an RFID reader.

Fig 2 RFID Reader

By making use of an attached antenna, the
reader extracts the data on the tags and then
sends the data to a host computer for further
processing.

action. ) )
Transponder Antenna Reader

RF Control
Module module

3

Host
Computer

Fig 3 Working Principle of an RFID System

VIIl.  ARDUINO UNO BOARD
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Fig 4 Arduino Uno Board

It is a microcontroller board based on the AT
mega 328P. It has 14 digital pins, 6 analogue
inputs, a 16MHz quartz crystal, a USB
connection, a power jack, an ICSP header and
a reset button. Fig 8-1 shows a typical Arduino
Uno board. One has to simply connect it to a
computer with a USB cable or power it with

RS232/RS422 (RS485)

© ~OWBwood

DIGITAL (PWM~) F &

an AC-to-DC adapter or battery to get started.

VII.  WORKING PRINCIPLE OF AN IX. BLOCK DIAGRAM OF THE
RFID SYSTEM SYSTEM
Basically the RFID structure comprises of —BANSEORMER —RECTIFIER —REGULATOR _
three elements which are:
e An antenna or coil }WE {} ?
e  Transponder (RF Tag) -
electronically programmed with i 8 v DISPLAY
unique information. _
e Transceiver (with decoder) RFID ¢ EiIRI
READER AN
These elements communicate using radio
signals which carry data either unidirectional —4—
or bidirectional. When a transponder gets into ARDUINO | 4 ol Status
a red zone, its contents are captured by the PRogsa Siton

reader and can then be transferred through
standard interfaces to host devices such as a
computer, printer or programmable logic
controller (PLC) for storage or

ARDUINO MODULE

Fig 5 Block Diagram of the System
The block diagram in Fig. 3-7 shows the

overall e-passport architecture. When an
individual arrives at the border control
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checkpoint they produce their RFID card to the
border official who then scans the RFID card
on the RFID reader. The RFID reader in-turn
detects the passport RFID card and it decodes
the information embedded on the card. If there
is no match the LCDs invalid, and alarm is
signified by a red led and the user is denied
access.
X. RESISTORS

These are electronic components with a
specific but never changing electrical
resistance. The purpose of the resistor is to
slow down the electrical current, as current
passes through it thereby limiting the flow of
electrons (amount of current) through a circuit.
They do not consume power and cannot
generate it meaning they are passive
components. Generally, resistors are used as
current limiters, voltage dividers or they are
used to pull-up I/O (Input/Output) lines. The
electrical resistance of a resistor is measured in
ohms and the symbol is denoted by the Greek
capital omega Q. The schematic symbols of a
resistor are shown in Fig. 2-12:

R1 R2

1kQ 47kQ)

Fig 6 Schematic symbols of a Resistor

Resistors can be grouped into three categories
which are fixed resistors and these are the ones
which are going to be used in this project,
variable resistors which are commonly known
as potentiometers and variable resistors that
are dependent on physical qualities such as the
thermostats that are dependent on temperature
or the photovoltaic cells that are dependent ¢
light.

XI. FUNCTIONS OF THE RESISTOR

IN THE E-PASSPORT CIRCUI

A. LED Current limit

LEDs too are very sensitive to high curren
Resistors are the key in ensuring that LEDs
not blow up when power is applied. Thus
resistor when placed in series with the LEL
regulates a proper flow of current throug
them meaning the current flowing through t
LED and the resistor is limited to a safe val
To calculate the value of a series LED resistc
the following formula may be used:

R=Vs—(N+*
Vewen)/ I

Where R = Series LED resistor

Vs = Supply/Source
Voltage

N = number of LEDs in
series

Ve (LED) = forward
voltage of the LED used,
and

Ir = current through the
LEDs (10mA optimum).

Fig. 7 below is demonstrating how a resistor

can be used to limit current to an LED.
3V
25

R1

g 470 O

LED

o W

Fig 7 Current Limiting Resistors on an
LED

The Table 2 is showing the resistor values that
can be used to limit the current flowing in
different LEDs depending on the voltage
supplied, the number of the LEDs connected
in series and the LED forward voltage.

Table 2 Resistor values for different

LEDs
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B. Pull down or Pull up resistor

These are often used when interfacing with a
button or a switch input. When one needs to
bias a microcontroller’s input pin to a known
state a pull-up resistor is used. The resistor’s
one end is connected to the microcontroller
unit’s pin and the other end is connected to a
high voltage. Without a pull-up resistor, the
inputs on the microcontroller unit could be left
floating and there remains no guarantee that a
floating pin is either high or low. Pull up
resistors are often used when interfacing with
a button or switch input. In this project, a pull-
up resistor is going to be used with the status
button on the Arduino microcontroller board.

The value of a pull-up resistor does not have to
be anything specific but at least it should be
high enough such that not too much power is
lost if a certain voltage is applied across it.
Generally, resistor values around 10kQ work
well.

XIl. SCHEMATIC DESIGN AND
OPERATION
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Fig 8 RFID based e-passport schematic

Fig. 8 is showing the schematic of the RFID
based e-passport prototype. The RFID reader is
interfaced with the reader antenna on the pins
labeled ANTO and ANT1 where the e-passport
RFID card is tapped.

oG] COMA15 (Arduino/Genuino Uno)
I

swipe card

Tag cne

Passport card valid!

Name: Anna Share

D.0.B: 05-09-1991

Nationality: Zimbabwean

D.0.I: 23-09-2016

D.0.E:

22-09-2026

RCCEPTED

[] Autoscroll
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Fig 9 Results for Tag 1

Having tapped the card, if it is a valid card, the
details shown on Fig. 9 are displayed on the
Arduino serial monitor and the LCD. These
results were signified by a green LED on the
circuit of the prototype available.

00, COM15 (Arduino/Genuino Uno)
swipe card
Tag two
Passport card valid!
| Name: Arty Share
i D.0.B: 08-01-1993
I Natvionality: Indien
D.0.I: 23-09-2016

22-09-2026

Newine

] Autoscrol

Fig 10 Results for Tag 2

From the results shown on Fig. 4-3 above it
can be observed that tag two is also valid,
meaning that it is recognized by the system
and has its details stored in the system which
are then displayed after the card has been
swiped.

v [9600baud v

v| 5600baud v
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Fig 11 Results for Tag Three

Fig. 12-4 is showing the results for tag three.
The results are for an invalid card which is not
recognized by the system and this is signified
by a red led on the circuit of the available
prototype. This is the result that should be
obtained for any card that would not have had
its details previously stored in the system.
XIll. CONCLUSIONS

This system clearly shows that all the passport
details will be electronically stored thereby
reducing the risk of forgery, duplication of
identity or identity theft, major problems
which come with the conventional paper
passport booklet.

The system also proves that it is possible to
constantly update the details of the cardholder
in the system without any problems.

The RFID cards as soon as they enter the
electromagnetic field zone of the reader they
are read without any hassles and in a split of a
second the details of the card are displayed on
the system monitor. Thus the system saves
time and provides enriched border control.

For any RFID cards which will not have been
stored in the system’s database, these were not
recognized by the system. If some will present
any RFID cards to the system there is a
guarantee that they will not be recognized by
the system.
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XIV.  ACKNOWLEDGEMENT

The e-passport as observed from the prototype
demonstration (available) is a user-friendly
system which one can easily adapt to.

The LCD displayed the welcome information
visibly and it was well-read. The passport card
details were also displayed successfully
although the reader type used in this system
(the RDM 6300) does not have the enable pin
to switch it on and off. The looping effect
problem was simply handled by adding a delay
function such that when the cards are quickly
swiped they are only read once. Of course, the
cards were swiped quickly but one has to pose
the card for a second to ensure that it is read by
the antenna.

The project showed positive results as the
passport details could be viewed on the system
monitor without any problems.
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